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ABSTRACT

The purpose of this study is to explore the measures that may protect privacy of the users
- in the context of RFID use in public applications. More specifically, this study
investigates what the users perceive to have securing their privacy, particularly for the
RFID applications in public uses. Qualitative research approach has been utilised for this
study. The author conducted two focus-group discussion sessions and eight in-depth
interviews in two countries: one from Australasia region (Australia) and the other from
Asia (Bangladesh), assuming that the status, and the perceptions and tolerance of the
citizens on privacy issues are different in the stated regions. The explored factors have
been analysed from privacy perspectives. The findings show that, in developed and
developing countries, the basic perceptions of the users on privacy protection are
complimentary; however, privacy is a more serious concern in Australia than in
Bangladesh. Data analysis proposed some attributes that may improve users’ privacy
perceptions when RFID is used in public applications. This study is the single initiative
that focuses on privacy of RFID users from national-use context. As practical
implication, the proposed attributes can be exercised by the deploying agencies that
implement RFID technology for citizens’ use.
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INTRODUCTION

Radio Frequency ldentification (RFID) is an automated data-capturing and data-storing technology.
The captured data can be used to identify an object uniquely (RFID Journal 2005). In industrial and
supply chain applications, RFID technology can trace a product through its entire lifecycle - from the
production line to all the way to the recycling centre (Lin 2009). Many countries have developed and
implemented RFID-based human identification system that uses the data obtained from this system for
various national administrative purposes and/or to provide specific services to the citizens. National
Identity (ID) cards and electronic passports (e-passport) are the main applications that governments are
more interested-in because in recent times governments are more serious to combat potential terrorism
activities and crimes.

In national-level public applications of RFID, the captured data about the citizens is accessed, handled
and shared by many departments or authorities. For instance, the proposed (but failed) national
identification system of Australia “intended that thirteen Government agencies would use the Australian
Card” (Jordan 2010). Consequently, the issue of citizens’ privacy comes as very prominent and thus
demands special attention from the deploying authorities to keep the data confidential and inaccessible
to any unauthorized use (Kelly & Erickson 2005; Vaudenay 2006). Unlike the use of RFID in retail
stores where a proper and practical implementation of RFID system does not affect individual
customers’ privacy (Murray 2003), securing the privacy of the citizens is more sensitive and complex.
Citizens’ privacy can be abused if the data is accessible to any unauthorized or unlawful person(s)
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and/or if the data is supplied to any unauthorized third party. In fact, several privacy leaking through
data-abuse incidents such as supplying the citizens’ information to marketing companies (particularly
with Malaysia’s MyKad) have raised and/or strengthened public concern and perceptions protecting
privacy with highest priority. Privacy International specifically suggested that China and Malaysia need
to be serious about privacy; both countries are using RFID in public applications extensively while their
privacy ranking is worst in the world (Privacy International 2006). Although most RFID researchers
are obsessed to develop techniques for privacy protection, the actual problem (and hence the potential
solution) lies somewhere else (Hossain & Prybutok 2008). It is generally assumed that in United
Kingdom “at any one time, one percent of staff will be willing to sell or trade confidential information
for personal gain.” (Davies 1996). Therefore, not surprisingly, there have been instances of forgery and
counterfeiting of identity cards, not due to a lack of security features but due to the assistance of
corrupted public-officials holding positions of trust in government (Thomas 2004). Such privacy abuse
could harm more especially after the implementation of anti-terrorism laws in several countries. Hence,
“effective action is needed” so that citizens “can trust that the various applications of RFID are privacy-
friendly” (Langheinrich 2009). The current study explores the perceptions of the actual users which
may protect and/or enhance their privacy stipulation in national applications. This study, therefore, tries
to contribute to fill up this research gap by exploring the privacy catalysts of RFID use in national
applications from a behavioural study.

In order to get a comparative picture, this study explores the perceptions of the users from a developed
country (Australia) and a developing country (Bangladesh). In general, people in Australia are more
concerned and serious about their privacy. For instance, in 1985 the Hawke Government proposed for
a national system of identification, which was rejected in the 1988 referendum (Saunders 2008). Again
in 2006 (although claimed not as the national identity card), Howard Government proposed a ‘smart
card’ “that would fight welfare cheats, terrorism” but “the scheme failed so quickly” and could not get
that much success (Saunders 2008). In both the occasions, the main concern was the ‘privacy’. On the
contrary, most of the Asian countries including Bangladesh, where people are believed to be more
resilient on privacy, have been using national identity card for generations. This research will explore
the factors that the users in these two countries (Australia and Bangladesh) perceive as important on
privacy issue - particularly when they are tagged with RFID technology in the forms of public
applications.

BACKGROUND

RFID in Brief

RFID is one type of automatic identification technology that uses radio wave as the way of
communication (Angeles 2005). An RFID system consists of tags (transponders), readers (transceiver
/interrogators) and a network system (middleware) (Finkenzeller, 1999; Wu et al. 2006). The tags store
data. The readers scan and communicate with tags via electromagnetic wave and transmit the
information on the tags to a database or data processing network through the middleware (Wu et al.
2006). The middleware manages the data collected from the tags, processes the data, and provides the
data in real-time software systems (e.g. ERP systems) or to the Internet (Finkenzeller 2006; Wu et al.
2006). RFID tags come in different types according to their functionality: active or passive. Active tags
have an active radio frequency (RF) transmitter and a built-in battery to power the logic chip and to
communicate with readers. On the other hand, passive tags do not have any in-built power source;
therefore, they need to get power from readers in order to run the digital logic on the chip and to issue
a response to the reader (Plos et al. 2012). In this study, we focus only on passive tags due to their
substantial usage in public applications and hence possess highest impact on users’ information privacy.
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RFID in Public Applications

An RFID card enables the system to automatically identify the bearer of the card by the means of RF.
It is worthwhile to note that ‘automatically’ means the card does not need to be inserted or swiped but
is read by an RFID system only when the card comes in a readable distance of a reader. It is not the
case that the reader can read the card from nowhere; actually the operating frequency is kept low to
restrict reading of the cards from far away. Most of the public applications of RFID technology use the
proximity cards that would not be read if the tag and reader are far than 10 centimetre.

National identity card (hereinafter, SmartID*) is the main application of RFID technology among
public. Malaysia is the first country to introduce RFID in its national identity card (MyKad) in 2001
(Tedjasaputra 2006; Thomas 2004). Several other regions including Hong Kong, Estonia, Finland,
Belgium, Portugal, Spain and recently China and Albania issued Smart-ID to its citizen (ABI Research
2008; Wikipedia 2009).

The next major application of RFID in national use is the electronic passport (e-passport); RFID chip
is integrated in a passport which stores data such as name, date of birth and address, as well as biometric
data like facial recognition (image), fingerprint recognition and iris recognition of the bearer (Juels et
al. 2005). Many countries have already implemented and mandated RFID-based electronic passports
while many other countries are in the process. For example, since January 1, 2011 no Nigerian without
an e-passport is allowed to travel into or out of Nigeria (All Africa 2010); in 2004, Canada mandated
its passport issuing authority (Passport Canada) to adopt e-passport; Trinidad and Tobago motivates its
citizens to have their e-passport by 2017 so that they will “be allowed to enter a foreign country ... with
the just swipe of a card” (Kowlessar 2012).

There is a continuous global and regional pressure on the adoption of RFID in passports and identity
cards. The International Civil Aviation Organization (ICAQ) has mandated for every traveller with
RFID-enabled electronic passport (e-passport) by April 2014 (ICAO 2009). However, the deadline has
been extended to 2017 (Kowlessar 2012). Most of the countries hence already started their projects for
the implementation of e-passport facilities. Till March 2012, “approximately 95 countries issued e-
passports, including all ... G8 nations” (Baird 2012, p8). Similarly, as a regional pressure, European
Union (EU) is on its way to implement a globally-unique cross identification process by the means of
electronic identification system with the intention of sharing the IDs with allied countries for the
purposes like Interpol investigations or visa-free-entry (e-Finland 2004).

Privacy Review and RFID Technology

‘Privacy’ is considered as a fundamental requirement to any modern democracy. A survey conducted
by Capgemini (2005) revealed that privacy is perceived as the top concern by the RFID users. RFID
(information) privacy issues is well explored in literature; however, the researchers are concerned and
concentrate mainly on the technical and technological issues of item-level tagging and privacy issues

4 We should not be confused with RFID and Smart Card. Though both technologies use Radio
Frequency and contactless features, there are technological and operation differences between RFID
and Smart card. In general, the read range of Smart Card is up t0o10 cm which is from 10 cm to 10 m
for RFID cards. In this paper, Smart-ID is defined as the identification by means of RFID technology.
For detail, readers are encouraged to read papers including http://www.frost.com/sublib/display-
market-insight-top.do?id=83467478
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of the customers in retail stores (e.g., Chong & Chan 2012; Juels 2006; Kelly & Erickson 2005; Peslak
2005). There is scant behavioural literature on the privacy issues of RFID in the context of national ID
cards, commuting cards, etc. The nature of captured data, data use, and data exposure through an RFID
system in a retail chain is very different from that in a public use; in fact, the latter case is more serious
as it is vulnerable to civil rights violations (Hossain & Prybutok 2008; Peslak 2005). Moreover,
customers may reject shopping from an RFID-enabled shop but may not refuse RFID on public use
because of government law. For instance, Wal-Mart “cancelled” its RFID-based ‘smart shelf> trial
(Gilbert & Shim 2003) “while there have been some complaints about the privacy implications”
(Masnick 2003), and many customers showed reluctance to shop. A number of privacy controversy in
retail sector have been reported by Thiesse (2007). On the contrary, it is not reported yet if a citizen
refuses RFID-enabled e-passport.

Privacy is a ‘natural right’ or ‘right to be left alone’. The treaty of the European Union states that
everyone’s privacy right “shall be no interference by a public authority with the excercise of this right
except such as is in accordance with the law and is necessary in a democratic society in the interests of
national security, public safety or the economic wellbeing of the country, for the prevention of disorder
or crime and freedoms of others’’(European Communities 2004). Almost similar provisions are made
in the U.S. and other countries (US Congress1995). Therefore, collecting and using users’ data through
RFID-use in State applications is lawfully and ethically justified. However, this provision cannot be
applied to retailers to dissiminate customers’ personal data. Hence, consumer advocacy groups are
currently lobbying for privacy legislation regarding use of RFID (Whiting 2003). However, they do not
object the government use of RFID for national interest (CASPIAN 2003-04), but urge and demand
that under no circumstance users’ personal and sensitive information should be misused. In general,
personal data means any data (a) relating directly or indirectly to a living individual; (b) from which it
is practicable for the identity of the individual to be directly or indirectly ascertained; and (c) in a form
in which access to or processing of the data is practicable (Hong Kong Government 2012). And
sensitive information means personal data that reveals “racial and ethnic origin, political opinions,
religious, philosophical or moral beliefs, labour union membership, and information concerning health
conditions or sexual habits or behaviour” (Argentine Government 2008). Hence, the information that
is stored by the government agencies through the Smart-1Ds is personal and sensitive. Therefore, even
for national interest, citizens’ information has to be authentically accessed by the right personnel and
lawfully be used for national interest. On the contrary, RFID in a retail chain does not keep too personal
data; it finds pattern on customer’s taste, purchase and so on (Cazier 2008). Therefore, RFID and
citizens’ privacy is more serious and requires attention, which is yet well addressed in the literature
compared to that of the retail sector. For a detail review on privacy literature, see Bélanger & Crossler
(2011) and Pavlou (2011); a brief is presented in Table 1.
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Reference Area Brief findings
Sutanto et Smart-Phone | Provision and then personalization of privacy features are
al. (2013) users (perceived as) effective securing users’ privacy
Bélanger & | Review on Identified 23 privacy concern including unauthorized secondary
Crossler information access and use, risk, vulnerability
(2011) privacy
Pavlou Review on Pointed on the privacy paradox in literature: “an individual’s
(2011) information concerns about information privacy do not necessarily map with
privacy the individual’s intentions to share personal information”
Garfinkel ez | RFID-related | Different privacy threat to persons: action threat, association
al. (2005) privacy threat, location threat, preference threat, transaction threat,
concerns breadcrumb threat
Smith et al. Information Privacy concern in terms of: collection of personal information,
(1996) privacy improper/unauthorized access, unauthorized secondary use (by
the organization itself that collects it, and by the other
organizations that collect information from the collector
organization), combining data into larger database (mosaic
effect), and errors in data

Table 1 A brief examination on existing privacy studies and major findings

Irrespective of developing or developed countries there have always been some debates and lack of
trust in using a strong technology like RFID which has the capability of tracking a person in real-time.
Generally, privacy is a big concern especially in developed countries whereas in developing countries
it is bit flexible for government-use of citizens’ information. The constitutional bodies (e.g. election
commission) in many developing countries (including Bangladesh), unlike the developed countries
(like Australia), are not beyond the control of the government. Hence, a corrupted political government
may use citizens’ data for their own benefits such as political harassments to opposition parties or to
manipulate election result. Moreover, discrimination on the basis of religion, past criminal record or
medical history is also very prominent in Smart-ID privacy abuse cases (Thomas 2004). Furthermore,
a citizen/consumer with lower personal tolerance places higher importance and sacrifices less on
personal privacy (Ohkubo et al. 2005). Especially in the developed countries, many of the RFID
projects had been cancelled because of the strong protests from the consumer advocacy groups. Along
with the Wal-Mart example given earlier, Metro AG, the giant retailer in Europe “discontinued” its trial
with RFID-tagged ‘customer pay-back card’ (Metro AG 2004). Still we see lots of potential privacy
abuse cases from developed countries; for example, the State of Illinois receives around $10 million
from record selling (Kurtz 1998) — the question is: do they include citizens’ personal information? The
answer is crucial and remains unanswered.

RESEARCH DESIGN

For this study, the qualitative method is considered as most appropriate because of the exploratory
nature of the research. Scholars argue that, understanding a phenomenon from the point of the
participants is difficult to achieve when textual data are quantified (Kaplan & Maxwell 1994).
Therefore, a ‘pseudo case study’ that involved a qualitative study of a small number of participants
would meet the objectives of this study. As such, field study approach has been adopted as the research
method (Patton 1999; Zikmund 2000). Moreover, qualitative methods permit the evaluator to study
selected issues in depth and in detail. In order to ensure the positivist stand of this research the field-
study was performed without being constrained by predetermined outcomes rather relying on openness,
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and detail of qualitative inquiry (Patton 1999). Correspondingly, Eisenhardt (1989) argued that
qualitative study is “particularly well suited to new research areas or research areas in which existing
theory seems insufficient” (p. 548-549). RFID is considered as the world’s “oldest new technology”
(Poirier & McCollum 2006, p3); not many studies came up with the exploration of (behaviorial) privacy
measures, except a handful research from the technological perspective. Therefore, this study used
multiple case based field-study approach which is considered as an appropriate research design when
the purpose of the research is descriptive, theory building, and practice-based, and where the profound
thoughts and experiences of the subjects are important (Benbasat et al. 1987).

Sampling and Data Collection

This study obtained qualitative data from two focus group discussion (FGD) sessions and eight in-depth
interviews conducted with RFID users in Perth (Western Australia) and Dhaka (Bangladesh).FGD in
Perth and Dhaka involved six snd seven discussants respectively. Participants were ranged in the age
between 18 to 61 years and had almost equal participation from both the genders. Each session was
conducted by one moderator, which lasted about 70 minutes while the average interview time was
around half-an-hour. In addition, eight direct interviews (four in Perth and four in Dhaka) were
conducted to explore users’ insights on this current research agenda. Regarding the number of cases to
investigate, opinion varies among the researchers. Some researchers suggest an open-ended number of
cases while others recommend a restricted range while the most appropriate range falls between four
and eight (Eisenhardt 1989). However, considering the importance of the issue, this study approached
to the individuals until reaching the saturation. In both cases, participants were recruited using
convenient sampling in order to ensure productive findings. The interviewees have been using at least
one or more RFID applications provided by the State. The respondents from Perth use SmartRider
whereas the respondents from Dhaka use SPASS — both are the ticketing cards for public transport
commuting service supplied by the Western Australian Public Transport Authority and Bangladesh
Road Transport Authority, respectively.

At the beginning of each interview the focus groups were given a brief outline of the RFID technology
and the research purposes. The participants were informed that they could quit the interview at any time
without any prejudice. Also they were informed about the usage-policy of captured data from the
discussions.

In both cases a semi-structured open-ended questionnaire has been used. The respondents were allowed
to discuss on the privacy issues related to RFID technology, and were probed when required. To start
the discussion, the following questions were asked:

a. What is your perception on privacy, related to RFID technology use?

b. What features you perceive as useful to maintain privacy on RFID data?

Reliability was ensured by using the same interview-protocol for each session. The moderator and the
interviewer inserted the questions into the discussion/conversation and prompted when needed. With
the permission of the participants, the discussions/interviews were recorded. Following Seidman’s
(2005, p. 64) advice, while conducting the interview the interviewer of this study did not take detail
written-notes, but only short notes. These ‘working notes’ helped the interviewer to concentrate on
participant’s comments. This also helped the interviewer to note a prompt question to be asked at a later
stage without interrupting the participants.

Data Analysis

To examine and analyse the qualitative data, this study employed ‘content analysis technique’ (Siltaoja
2006) and developed relationship among relevant concepts. Among “various ways” of content analysis
(Siltaoja 2006), inductive and deductive analyses were carried out (Berg 1989). In the inductive phase;
themes, sub-themes, and concepts explaining variables, factors, and, sometimes, measurement scales
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have been explored. In a later stage of inductive phase, the explored factors and variables have been
‘induced’ into a single framework. At this stage, this study followed both ‘theoretical replication’ as
well as ‘literal replication” (Chan & Ngai, 2007). Theoretical replication was made by contrasting cases
among respondents, while literal replication was obtained from their similarities.

NVivo software from QSR International has been used in this study to analyse data. As claimed by
Bazeley (2007, p.2), “NVivo has been developed by researchers, with extensive researcher feedback,
and is designed to support researchers in the varied ways they work with [qualitative] data.” Moreover,
NVivo “supports analysis of qualitative data” by managing data, managing idea, permitting data query,
developing graphical models, and reporting from data (Bazeley 2007; Welsh 2002). By coding the
discussions/interviews word-by-word using NVivo8, a number of ‘free nodes’ have been developed by
naming each segment of data with a label. Each ‘free node’ summarized and accounted for each concept
about the data. Later, ‘tree nodes’ were developed from the free nodes. Each tree node became a
prospective construct which consists a set of relevant free nodes with similar concept.

FINDINGS

Perceived by the respondents, for the success of the RFID, an efficient and flexible privacy mechanism
needs to be taken by the respective agencies. The following strategic issues were discussed by the
interviewees:

Explicit consent

“The treatment of personal data is unlawful when the data owner has not given his or her
express consent which must be given in writing, or through any other similar means,
depending on the circumstances” (Argentine Government 2008).

Respondents both from Australia and Bangladesh perceive that explicit consent from the citizen is
essential for securing privacy; the clear consent must would state that the “data would not be used in a
manner other than it mean to be” (FCD 1&2), and the data owner-should sign the consent form or check
the box in online form. They unanimously agreed that once the explicit consent is obtained by an agency
from a citizen, the relevant stakeholders must use the data without further consent. For example,
permission for accessing the contacts of the residents of an electorate by a politician through the election
commission is implicitly given by the citizens. However, the respondents differ with the degree of data-
sharing among the government agencies. Bangladeshi respondents are more liberal and believe that, in
order to avail a service, the extent of rights can be relaxed with explicit (or even implicit) consent; that
means, every government agency may share data although data may have been obtained by one agency.
However, Australian respondents are more serious: “It is not automatic to waive the privacy for every
agency” when only one agency is granted the permission (respondent 3: Australia); data collected from
one public application might be used for other public applications too, but the respondents urge that the
data-owner should be informed and asked every time whether the authorities can do share. They suspect
that government agencies abuse the opt-out model of data acquisition-and-use where the citizens’
information may be distributed till they refuse — “this is a catch”. Proving the seriousness of Australians
to privacy, they demand a quick shift from opt-out to opt-in model that requires citizens’ consent to
share their data. The first proposition, hence, is developed as follows:

Proposition 1. Explicit consent from the government agencies will increase the privacy of the
citizens; yet, citizens from developed countries perceive that opt-in model is better
securing citizens’ privacy whereas citizens from developing countries still are
comfortable with opt-out model of privacy.
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Detail privacy statement

The respondents asserted that the agencies should publish and provide a detail privacy statement while
collecting personal information. Ideally, the statement should include a clear, conspicuous and detail
listing of methods of collecting and using data. When asked about what the things the respondents
expect to see on the consent form, at least six items came up as significant which are not exhaustive:
(i) why the data will be collected, (ii) how the data will be collected, (iii) how long the data will be kept,
(iv) how the data will be used, (v) how the security of the personal data is preserved, and (vi) who do
have the access to the data. One of the respondents overtly mentioned about some Acts from
international arena: the Acts under Federal Privacy Act 1983 in Canada ensures detail explanation on
how data will be collected and how such information can be used, which is further administered and
watched-over by an independent commissioner or ombudsperson, with the authority to investigate
complaints (checked and clarified from Canadian Government 2009). Moreover, the statement would
explain the appropriate security-standards for personal information including establish security
systems, conduct security audits and risk assessment, employ ‘watch-dog’ authority and manage
security policies properly (Floerkemeier et al. 2005). The respondents from Bangladesh mentioned that
such detail statement is very rare and may develop ambiguity and lack of confidence on government’s
use of citizens’ data. In the context of developed countries, detail privacy statement is provided to the
citizens. However, respondents from both the countries claimed that detail privacy statements would
increase the confidence of the citizens toward securing their privacy. Therefore, the proposition
becomes:

Proposition 2. Detail privacy statement in government forms will increase the privacy of the
citizens which is available in the developed countries but not in the developing
countries.

Legislative protection

“A record-keeper who has possession or control of a record that contains personal
information shall ensure that the record is protected, by such security safeguards as it is
reasonable in the circumstances to take, against loss, against unauthorized access, use,
modification or disclosure, and against other misuse” (Australian Government 2008)

The respondents in this study re-established that every country should have legislations against
unauthorized access and/or use of personal data, harvested by government agencies. For instance,
Privacy Act 1983 in Canada protects the personal information collected by government institutions.
“Under no circumstance the State should tolerate any information abuse” collected from an RFID
system (respondent 2, Australia); “lack of legislation is one of the main reasons for privacy abuse with
RFID in Malaysia” (respondent 1: Australia®) . They mentioned that, although some existing privacy
laws cover the use of data collected by electronic systems, more direct laws are to be considered dealing
with the issues particular to RFID that would secure public data from any source of unrestricted public-
access.

> After a long waiting, finally in 2007, a bill was prepared, called as the bill of Personal Data Protection,
in reducing the privacy deficiency was finalized to regulate the collection, processing and use of
personal data in Malaysia (Khaw 2002; Kettha 2007)
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Both FGDs revealed that the overall application of privacy law is better in Australia than most of the
Asian countries, which is supported by McDonagh (2002). The Australian respondents believe that
legislation against privacy abuse can secure their privacy; in the worst case, they can go to the court
and ask for compensation. On the contrary, the Bangladeshi respondents claimed that, there is no such
legislation in Bangladesh which can protect privacy of the citizens - while the movement just has been
initiated (Farjana 2012). Even so, the respondents are sceptical about the effectiveness of such law
because, in general, the practice of laws is very insignificant (FCD: Bangladesh). However, most of the
respondents from Bangladesh believe that, the citizens should be protected by law - regardless.

One of the respondents working in academic research recommended that Governments should behave
“smartly” with handling “a smart technology” like RFID. He appreciated and recommended
contemporary laws such as the E-Government Act 2002 of United Sates of America which provides a
framework for the agencies to follow assessing the impact on privacy when implementing RFID-like
technologies in particular (US Congress 2002). Hence, it is proposed that:

Proposition 3. Legislative protection, specific to electronic data and data obtained from
electronic systems, will increase the privacy of the citizens; yet, legislation is effective
and better practiced in developed countries than in developing countries.

Data-owners’ accessibility

The respondents believe that, to their personal information, citizens must have control over the amount
of access to the data that the government agencies possess. They believe that citizens, once they have
duly evidenced their identity, should have the right to obtain data and request to change the information
on their personal data-field. To support their recommendation, it is found that many countries (including
Argentina and Canada) ensure that citizens can access information collected about them, can challenge
the accuracy of the information and can request to edit their personal information, held by federal
government organizations (Canadian Government 2009; Argentine Government 2008). The
Bangladeshi respondents claimed that, unfortunately, people do not have sufficient access to their data;
they cannot upgrade the information on their profile “involves unnecessary hassle — both financially as
well as mentally....If you want to take the initiative to let the country know about your current status,
it is simply stupidity - they [the agencies] will abuse you[r responsible behaviour] (FGD 2)”. Therefore,
the Bangladeshi respondents are cynical about providing their personal information to government —
they rather feel comfortable with private agencies. On the contrary, the Australian respondents believe
that the access on their personal data is more secure and easy to access and modify. Yet, they demand
that, instead of updating data by different agencies, a replicated distributed database system would be
more effective. Therefore, the fourth proposition is developed as follows:

Proposition 4. Data owners’ accessibility will increase the privacy of the citizens; yet, citizens
from developed countries perceive that they have more control over data than that in
developing countries.

Data authenticity

To ensure privacy, it is a fundamental requirement that data should be safeguarded properly — this is
more critical for a technological innovation like RFID. It is commonly observed especially in
developing countries that data is not technologically secured enough, and hence is a soft target by
hackers. More often, citizens’ data are sold to marketing companies and hence violating privacy of the
citizens. Therefore, the respondents urge that the systems require government-owned and government-
managed central cryptographically-secured database, without sharing the information to third-party.
Respective agencies must take technical and organizational measures to guarantee the security and
confidentiality of personal data in order to avoid their alteration, loss, and unauthorized consultation or
treatment. Moreover, the respondents emphasized that, more importantly, as techniques evolve every
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now and then the agencies should upgrade data authenticity with contemporary measures as well, not
just relying on the obsolete techniques. Hence, the next proposition can be stated as follows:

Proposition 5. Data authenticity will increase the privacy of the citizens. Developing countries
have less effective data-authenticity mechanism than in developed countries; yet,
agencies need to adopt contemporary mechanisms that are effective to combat hackers.

Communication channels

Finally, it is found from the analysis that, the role of communication channels is very important to
secure the privacy of the citizens. As a representation of the collective citizens, different advocacy
groups can exercise pressures to the agencies as well as conduct privacy awareness programs which
would ultimately secure the privacy indirectly. “It is not always possible to raise my [own] voice against
privacy because I do not have a platform and [1] might be treated as a member of opponent party ...
the [representatives of the] civil society should take a leadership role and work as a watch-dog
[protesting a privacy violation]” (respondent 4: Bangladesh). Similar suggestions were proposed by
the Australian discussants too. They further suggested that the government (agencies) must take
initiative to improve the level of public knowledge and understanding about potential privacy issues
related to RFID as, in general, there is a negative ‘hype’ about RFID confronting privacy. Alternatively,
such type of publicity and public-awareness programs would help to the success of this technology as
it removes ambiguity among the citizens. Moreover, opinion leaders can be engaged for public dialogue
in the mass media. Finally, technology promoting agencies can contribute to the process. Therefore, the
roles of the communication channels are twofold: exercising pressure to the agencies to ensuring
privacy; and disseminating RFID-knowledge among the citizens. The final proposition, hence, is
developed as follows:

Proposition 6. Communication channels may increase the privacy awareness as well as privacy
status of the citizens.

Figure 1 presents the dimensions of privacy in public use of RFID technology, with the propositions
developed from the field study.

Explicit consent

Detail statement \p7
o . P2

Legislative protection \
P3

S RFID Privacy
Data owner’s access /P4/
Data authenticity 0
Communication /
channel
Figure 1 The proposed model for privacy dimensions in public use of RFID

technology

Table 2 presents the important dimensions of perceived privacy with their respective weights. The
weight is presented at percent. In total, 21 respondents were involved in this research that contributed
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to 100%. It is observed that, for instance, 85% of the respondents urge for government to pass laws on
citizens’ data privacy and ensure its application .

Antecedents of privacy | % of respondents
Explicit consent 23
Detail privacy statement 57
Legislative protection 85
Data owners’ accessibility | 62
Data authenticity 28
Communication channels | 38

Table 2 The variables extracted from the qualitative analysis and respective weight

DISCUSSION

Summary of Findings

One general research question drove this research — what the actual users perceive as the key strategies
that can protect and enhance their privacy while they use a technology (i.e., RFID technology) -
especially which can track and trace-back their movement and so on. This study conducted in-field in-
depth interviews and focus group discussion sessions in a developing and in a developed country; in
general, the results show that the general perceptions of the citizens on data/information privacy are not
contradictory rather complimentary. The only difference exists on perception regarding the role and
activities of the government regarding privacy protection in respective countries. For instance,
Bangladeshi people expressed their frustration that government is the supreme authority that could
ensure their privacy, but the government itself abuse the citizens’ data frequently. In this case, overall,
the citizens are cynical to provide their personal information to the government agencies, and
simultaneously are hopeful that different pressure groups would play a significantly important role in
protecting individual’s data from government’s abuse. On the contrary, most government agencies in
Australia are autonomous and are not necessarily under the government control; therefore, data abuse
by public agencies is less frequent there. In case of a violation of privacy, there is a good possibility
that a citizen may receive justice (e.g. compensation) in Austalia - which is not guaranteed in
Bangladesh.

Briefly, the respondents recommended some fundamental actions that need to be taken while tagging
citizens with RFID technology in the form of some public applications including identity card and
commuting ticketing system. The very first step to privacy protection, they recommended, is the opt-in
approach. In contrast to the (Australian) Senate Committee’s Report on Information Technology of
November 2000 (popularly known as CookieMonster? Privacy in the information society) (McDonagh
2002) where the committee recommended for an implicit consent and opt-out approach of
data/information collection, the current study argues for explicit and opt-in approach. The opt-out
approach of informed consent permits the collection of personal information until the consumer
specifically requests that the data not to be collected (Laudon & Laudon 2012). On the contrary, the
opt-in approach prohibits a business from collecting any personal information unless the consumer
specifically takes action to approve information collection (Laudon & Laudon 2012). Moreover, while
collecting personal data, a detail statement regarding the use and discloser of data should be provided.
To be more specific, the Privacy Commission of Australia recommends that “the privacy statement be
on the same page as the form or prominently linked to it” (McDonagh 2002, p335). Later on, the data
owners should get the unconditional access to control the data (e.g., change, add, delete, modify).
Recent study by Sutanto et al. (2013) finds that the provision and then personalization of privacy
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features increases Smart Phone adoption; therefore, while collecting data, citizens’ should be offered
with provision of privacy features (i.e. detail statement), and the right to personalizing data (i.e. access).
To enhance citizen’s privacy, the government can also play an important role by incepting electronic
technology use-related privacy laws and also by monitoring privacy parameters. Furthermore, data
should be secured by implementing contemporary techniques and technologies. Finally, opinion leaders
and privacy advocacy groups can enhance privacy awareness and exercise pressure on government to
enhance privacy probations, and against privacy breaches. Similarly, government can use various
communication channels to enhance public awareness on privacy issues.

Implications

The effect of perceived privacy on the adoption of RFID technology is well researched, especially in
the context of retail customers (e.g., Hossain & Prybutok 2008). Most of these studies are mostly
interested in the effect of the construct ‘privacy’ (mostly on adoption) but failed to explore its
antecedents. Also, the behavioural solutions protecting privacy is comparatively less studied. More
glaringly, privacy study in public use of RFID is even least studied whereas RFID has increasingly been
adopted in public applications including national identification, passports, or commuting cards. The
current study is the only initiative that explored the dimensions for securing privacy in the context of
RFID-use in public applications. This is the first of its kind to explore the strategies to protect privacy
— suggested by the actual users. Consequently, this study developed six contributing factors that
enhance the privacy of the users. Hence, this study believes to have significant contribution to the
existing body of knowledge in privacy and RFID studies.

In the context of privacy protection, this study demonstrated a systematic guideline for the government
agencies that implement RFID technology in public use. It underscores that, in order to enhance the
perceptions of the citizens on privacy, the respective agency must consider the privacy issues of the
users seriously. More importantly, this study presents the components of privacy measures so that the
agency can check their status and adjust their action. Moreover, it suggests that, privacy advocates
should monitor the privacy status and exercise pressure on specific concern. Similarly, technology
manufacturers and vendors may use different communication channels to enhance the privacy
perception of the users.

Limitations and Future Research Directions

The main objective of this research was exploratory. In future, the dimensions can be validated with
empirical data and may compare the differences in perceptions and their respective effects in developed
and developing countries. Moreover, this study involved the respondents who use only a single RFID-
application (e.g., ticketing in public commuting service). However, future research would consider
simultaneous use of more applications which will provide a more detail picture. Furthermore, adapting
the traditional behavioural theories and models such as Technology Acceptance Model (TAM), future
study may develop an adoption-diffusion model investigating the use of RFID in public use; along with
other relevant constructs, the direct effect of perceived privacy and the indirect effect of the six
dimensions explored in the current study on adoption and perceived trust, for instance, may be
investigated.

CONCLUSION

In many countries, government is the major driving force for RFID adoption and diffusion.
Simultaneously, the government is supposed to be the largest body to secure the privacy of the RFID
users. Therefore, a holistic approach to privacy management is necessary for RFID’s success. From a
field study, conducted in Bangladesh and Australia, this paper proposed six dimensions that might
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capture the privacy perceptions of the citizens. The detail nature of the privacy concern explored from
the respondents of two different countries and from various backgrounds is the main strength of this
study that also provides theoretical and practical implications.
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