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Abstract

Cyberbullying has become a major challenge for authorities, parents, guardians and schools
in particular, especially in the era of the digital world. This paper reviews available empirical
research to examine the issues such as the responsible use of technology amongst young
people, parents and schools responsibility to protect against Cyberbullying. The analysis
revealed that the responsible use of technology provides better practices to encourage
comparisons because of these new digital technologies. Parents and educators are the key to
Cyber ethics, therefore teaching the responsible use of technology whilst focusing on Cyber
ethics at the start of young people’s exposure to technology use may be an excellent strategy
to reduce the growth and impact of Cyberbullying. The paper will also review good practices
for young people, school communities and parents to prevent and manage Cyberbullying and
unethical behaviours online. These claims are examined using current literature to ensure a
better understanding of responsible use of technology and understanding of Cyberbullying in
order to support young people to combat this immerging societal challenge.

Keywords: Awareness, Cyberbullying, Cyber ethics, Technology, Young people and Social
Media.

1 Introduction

The World Wide Web is "an interactive sea of shared knowledge, made of the things our
friends and we have seen, heard, believe or have figured out" (Tim Berners-Lee, 1995). The
introduction of World Wide Web 2.0 allowed the Internet to be transferred to a social
environment by adopting social media which enables users to generate online content and
interactions on the web (Lai & Turban, 2008). New web technologies such as social networking
sites and online communities are useful tools to share information and social interactions
effortlessly, and these technologies also offered new opportunities for businesses (Lu & Hsiao,
2010). With the recent development of digital technologies, the Internet has become an integral
part of our lives. These Internet based systems contributed to a heightened appreciation for
their potential benefits; however, these are outweighed by their negative impacts such as
Cyberbullying.
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Cyberbullying is a worldwide phenomenon, and has become a new form of bullying which
occurs through the Internet via cell phones, computer devices or handheld devices and can be
anonymous and can occur 24 hours a day (Feinberg & Robey, 2008). Researchers have shown
that Cyberbullying can happen at the "speed of thought" by using a collection of modern
technology including sounds, transformed photos, intimidating messages, videos, slide shows
and polls (Sabella et al., 2013). Further Cyberbullying can occur anytime at anyplace in contrast
with traditional bullying; therefore, this has become prevalence than traditional bullying
(Huang et al., 2018).

Research has also confirmed that Cyberbullying behaviours are growing in educational
environments and create new ethical and legal issues including severe consequences for young
people’s living and learning environments, as well as physical endangerments (Smith & Yoon,
2012). Researcher Gonzales (2014) stated that “Bullying online is contrary to the moral good of
a person”. Some young people are threatened by online strangers in numerous ways such as
sending threatening or insulting messages, spreading rumours, posting humiliating pictures,
and revealing or stealing personal information (Couvillon & Ilieva, 2011; Perren et al., 2012).
Having external contacts via chat or emails results in explicit sexual approaches and possibly
putting young people at risk, we also see that young people are distressed and terrified via
these intimidating messages (Stacey, 2009). Cyberbullying can affect someone’s safety, self-
perception, health, and education rights (Elci & Seckin, 2016). Violating someone’s sense of
well-being and lifestyle has now become a major ethical issue (So & Lenarcic, 2014).
Technology (including the Internet) is a great tool which allows young people to stay in touch
with the outside world and therefore provides enormous benefits for their education (United
Nations Children’s Fund, 2017). It is not ethical if someone is using the Internet to humiliate,
harass or threaten young people. The ethical issue of Cyberbullying is that the Cyber victims
are being humiliated, harassed, and threatened and this causes immense distress to people's
lives with numerous health concerns including depression and suicidal behaviour among
young people (Kaltiala-Heino et al., 1999). Research has shown that young people who are
Cyberbullied are twice as likely to commit suicide compared to the young people who are not
being bullied (Cole, 2014). Further, according to the empirical literature; the key impacts of
Cyberbullying include distress (Li, 2010; Sahin, 2012), depression (Kowalski & Fedina, 2011),
loneliness (Cross et al., 2009; Sahin, 2012), increased psychosomatic symptoms (Sourander et
al., 2010), suicidal ideation (Aboujaoude et al., 2015; Hinduja & Patchin, 2010), low self-esteem
and reduced academic performance (Smith et al., 2008). However, most of the victims of
Cyberbullying do not recognise their experiences as being Cyberbullying, and about 90% of
the victims did not tell their parents or other trusted adults about what they had experienced
(Kowalski & Limber, 2007). The anonymous nature and lack of authority in Cyberspace make
the problems even worse. Cyber ethics are key, it is very important that the moral conduct in
both physical and virtual environments remain the same including showing respect for each
other, being honest and not stealing others information in order to reduce Cyberbullying and
unethical behaviours online.

There are numerous motivation factors which can drive Cyberbullying acts, for instance,
1) seeking revenge (Berger, 2007);

2) physical appearance, social status and experiences from the school settings (Tynes et
al., 2010);

3) limited social and peer support (Williams & Guerra, 2007);
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4) the ability to be anonymous (Barlett, 2015);

5) high environmental exposure to violence (Calvete et al., 2010);

6) technology capabilities and activities (Walrave & Heirman, 2011);
7) power imbalance (Berger, 2007; Olweus, 2013).

Social networking sites have become a ubiquitous key platform for Cyberbullying.
(Livingstone et al., 2011; Ybarra et al., 2007). According to the IRIS Research, (2014) study
conducted amongst 384 Australian schools, Facebook was identified as the most common
platform where Cyberbullying has been reported. The IRIS research related to Cyberbullying
also identified that:

55.6% of cases involved creating hate websites or social media pages;
58.4% of cases involved creating fake social networking accounts;
20.6% of cases involved personal information being posted without permission;

19.4% of cases involved inappropriate posting pictures, videos, or inappropriate image

tagging.
Researchers found that 88% of US young people who use social media had witnessed
harassment on social networking sites, while 15% had been victimised and 19% had harassed
someone on social networking sites (Lenhart et al.,, 2011). There are various prevention
strategies highlighted by the Cyberbullying literature for example, awareness-raising and
training activities aimed at young people, parents and school personal, suitable school policies
to restrict Cyberbullying behaviours and coping strategies (Kowalski et al., 2008; Shariff &
Johnny, 2007; Spears et al., 2014). Most of the victims reported improvements after talking with
peers and parents or someone trustworthy about the Cyberbullying incidents (Aricak et al.,
2008; Berg & Breheny, 2014). Reporting Cyberbullying incidents to the content provider, or to
call law enforcement was another successful strategy (Hinduja & Patchin, 2019; Slonje et al.,
2013).

Many researchers agree that education plays a vital role in preventing and responding to
Cyberbullying (Hinduja & Patchin, 2010; Kowalski et al., 2012; Shariff, 2005). Researchers
Wong-Lo & Bullock (2011) confirmed that “a proactive approach in collaborating and
educating parents, school personnel, and citizens in the communities about Cyberbullying is
one step toward prevention of this evolving issue”. Schools should educate students about
Cyber ethics and the proper conduct to be used in the online world so that they know how to
behave and keep themselves safe online (Cole, 2014). You cannot wait until young people start
working to make them aware of cyberbullying because their understanding of morality and
ethics are developed in their early years. The logical places to address Cyberbullying issues
occur in the home and classroom (Crystal et al., 2000). According to Yamano (2004) “Cyber
ethics refers to the guidelines or framework upon which students will base their ethical and
moral decision making. Cyber ethics includes the guidelines for ethical and responsible use of
computers, as well as the Internet”. We also see that researchers state that Cyber ethics is “the
nature of right and wrong in Cyberspace” (Niyazi et al., 2011). The responsible use of
technology is a key aspect of Cyber ethics and refers to knowing right and wrong use of
technology in the Cyberspace. If technology is applied without the consideration of ethics and
governance, negative outcomes such as Cyberbullying may arise and impact society.
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2 Research Rationale

As a growing social phenomenon, most of the Cyberbullying research largely focuses on the
prevalence and predictors of Cyberbullying (Lee, 2017), the comparison of traditional bullying
and Cyberbullying (Hinduja & Patchin, 2010), risk and protective factors of Cyberbullying
(Kowalski et al., 2019), coping strategies of Cyberbullying (Raskauskas & Huynh, 2015) and
the characteristics of Cyber perpetrators, Cyber victims, and bystanders (Lund & Ross, 2017).
Less attention has been given to Cyber ethics and the responsible use of technology to prevent
Cyberbullying. Moreover, ethical or responsible use of technology and Cyber ethics have been
largely disregarded in technological education (Berkowitz, 2000). Other research had
confirmed that the safe and ethical uses of technology have rarely been discussed in schools
(Crystal et al., 2000). There is a growing consensus that the teaching the responsible use of
technology is an excellent solution to combat Cyberbullying among young people (Sabella et
al., 2013; Valimaki et al., 2013). According to NSW Parliamentary Research findings, increasing
the awareness of the impact of Cyberbullying and using technology responsibly to minimise
Cyberbullying behaviours have become a high priority matter for authorities, parents,
guardians and Australian schools in particular (Angus, 2016).

We have also seen researchers propose that youth advocates should improve and seek new
knowledge related to the identification, response, and prevention of this immerging societal
problem (Sabella et al., 2013). Without a careful review of the existing literature, educating or
assisting young people can lead to a situation wrong decisions are being made, development
of negative attitudes, and unsuccessful strategies or programs to counter Cyberbullying
(Kowalski et al., 2008; Sabella et al., 2013).

3 Overview of the Current Literature

This paper presents a narrative overview of the current literature relating to Cyberbullying to
clarify some of the key issues related to the positive or responsible use of technology. The
Narrative literature review process provides “a synthesis of published literature on a topic and
describe its current state-of-art” (Ferrari, 2015). Within this paper we employed a narrative
review methodology to discuss the following issues:

a) what type of actions/responses regarding the responsible use of technology are the
most effective in preventing and responding to Cyberbullying among young
people;

b) identify what the web-based or app-specific interventions are available to deal with
Cyberbullying;

) ways to use social media responsibly to deal with Cyberbullying.

The paper also looks at good practices for young people, school communities and parents to
prevent and manage Cyberbullying and associated risks. The research approach taken in the
paper was a multi-step approach. First, to review the literature, we performed an extensive
review of the available related literature focusing on to the Cyberbullying, Cyber ethics and
the responsible use of technology. In terms of this study we focused on keywords such as
Cyberbullying (or related terms), interventions or preventive strategies (or related terms),
Cyber ethics (or related terms), responsible use of technology (or related terms), and young
people (or related terms). As part of this process we also looked at government reports and
reviewed online resources such as blogs and webpages to collect other types of information.
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3.1 What type of actions/responses regarding the responsible use of
technology are most effective in preventing and responding to
Cyberbullying among young people

Young people need to develop online safety skills and netiquette, especially for social
networking sites, to allow them to avoid or deal with issues such as Cyberbullying. Many
people believe that they already understand and are able to recognise what Cyberbullying is
(Sabella et al.,, 2013). However, less than half of the 11-13-year-olds identified in the
Livingstone study could block unwelcomed messages online or bookmark a website whilst
only a third of respondents were able to block unwanted mails (Livingstone et al., 2011).
Therefore it is crucial for young people to develop an understanding of individual behaviour
about Cyber safety and empower young people to use critical thinking skills and use
technology responsibility to mitigate Cybersecurity risks they could face (Coventry et al., 2014;
Yamano, 2004). There are various Cybersecurity tools, technologies and best practices that are
available to remedy issues relating to Cyberbullying. From a Cybersecurity perspective, the
use of antivirus software and firewalls, the use of unique strong passwords, the installation of
the latest security updates, the use of only reliable and secure connections, computers, devices,
websites and services are some of the essential practices of Cybersecurity to protect young
people (Coventry et al., 2014). Users have to keep up to date about Cybersecurity risks, provide
a minimum amount of personal information online especially in social media sites, keep users
identity secure and protected and report any Cyber incidents to the relevant authorities
(Coventry et al., 2014). The Centre for the Prevention of Violence showed that 70% of young
people agreed that blocking cyber friends stopped the abuse, other research also confirmed
that respondents reported finding active solutions to Cyberbullying such as blocking the
harasser (Aricak et al., 2008; Slonje et al., 2013; Smith et al., 2008). The researcher Perren et al.,
(2012) found that avoidance and confrontation are also successful strategies to overcome
Cyberbullying acts, this is also reinforced by other research that shows victims would avoid
online activities in order to stop Cyberbullying (Hoff & Mitchell, 2009; Smith et al., 2008).
However, encouraging young people to avoid or stay away from technology to stop
Cyberbullying is shown to be an impractical solutions and overall an unsuccessful long-term
strategy (Hinduja & Patchin, 2009). Youth-serving professionals can teach young people the
necessary skills and information to respond to the problems of Cyberbullying (Sabella et al.,
2013).

Besides, an awareness-raising and training programs can be used to increase the awareness of
users on how to use technology responsibly (Coventry et al., 2014). Other researchers also
shown that awareness-raising and professional development programs that would guide
young people, educators, and parents in navigating the problems of Cyberbullying (Kowalski
et al., 2008; Shariff & Johnny, 2007; Slonje et al., 2013; Spears et al., 2014). According to the USA
National Institute of Standards and Technology "Awareness is not training. The purpose of
awareness presentations is simply to focus attention on security. Awareness presentations are
intended to allow individuals to recognise IT security concerns and respond accordingly”
(Bada et al., 2019). So, it is important to link Cybersecurity awareness with other Cyber safety
matters such as Cyberbullying.

The second key issue is an educator's responsibility to teach their students the ethical use of
technology and online safety skills as young people 's behaviour cannot be controlled by a
policy itself (Shariff, 2005). Cooperative learning techniques, school conferences, consistent
disciplinary methods, effective school policies, skilled classroom management by teachers and
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peer support programs are some of the successful strategies to encourage positive uses of
technology to resolve Cyberbullying (Myers & Cowie, 2019; Valimaki et al., 2013). Schools and
educators offer an ideal environment to improve online safety skills and other necessary skills,
such as digital citizenship skills for young people (Hinduja & Patchin, 2019; Valimaki et al.,
2013). According to the Valimaki et al.,, (2013) study that looked at 35 national guidelines
related to young people skills development found more than 40% of the guidelines highlighted
that digital citizenship skills and netiquette are the most critical skills for young people.

Online safety skills and critical literacy skills are associated with each other and improving
one skill may also improve other skills (Livingstone et al., 2011). It is important that
Cyberbullying prevention programs should be incorporated into the school awareness-raising
programs and curriculum-based activities (Smith et al., 2013). Schools can maintain a positive
and safe school environment together with awareness-raising, positive school ethos and
rewarding positive use of technology (Smith et al., 2016; Vilimaki et al., 2013). Further school
officials can have the right to restrict student expression online or to discipline students to
avoid inappropriate behaviour or speech online (Hinduja & Patchin, 2011). Students should
understand that all forms of bullying are wrong and those who are involved in bullying
(including Cyberbullying) will be subject to discipline punishments (Hinduja & Patchin, 2019).

Another key component in the reduction of Cyberbullying is to develop clear school policies
against Cyberbullying (Couvillon & Ilieva, 2011; Hinduja & Patchin, 2009; Myers & Cowie,
2019; Perren et al., 2012). School policies and practices should discourage bullying behaviours
and encourage positive social and technical skills (Valimaki et al., 2013). Research has also
shown that peer behaviour and social influence has a direct impact on users' behavioural
intention (Li, He et al. 2019). School counsellors and educators can use students to educate
their friends or classmates about the responsible use of technology, they can train younger
peers so that they will make wise decisions online from an earlier age (Sabella et al., 2013).
Research has shown that peer support programs or buddy programmes play an essential role
in both the intervention and prevention of Cyberbullying (Myers & Cowie, 2019; Perren et al.,
2012; Sabella et al., 2013). The other option schools can implement is to teach Cyber ethics to
their students through the use of external influences such as honour codes, monitoring
software, blocking or filtering software (Willard, 2002; Yamano, 2004).

Another key category of prevention strategy is the parent’s responsibility to teach young
people about the ethical use of technology and digital skills. Parents need to be role models,
talking and helping young people when needed and monitoring their ICT use; and also
parents need to develop their own IT skills (Lenhart et al., 2011; Perren et al., 2012; Sabella et
al., 2013; United Nations Children’s Fund, 2017; Valimaki et al., 2013). According to the
Valimaki et al., (2013) study, “parents helping young people to use technology in positive ways
for enforcing social interactions” was the most acknowledged parental role. Other studies such
as Perren et al., (2012) highlight the importance of raising parents’ knowledge about safe online
behaviours and improved their understanding of the technology to reduce the digital divide
that possibly exists among parents and young people. Parents also need to keep up to date
with the technology that young people use to communicate online and where Cyberbullying
could occur (Sabella et al., 2013; Vdlimaki et al., 2013). Parents often do not recognise that even
though young people are technically more skilled than they are, they might not know how to
use technology responsibly or in safe manner (Valimaki et al., 2013). Parents need to get young
people to understand that any form of inappropriate behaviour will not be accepted, and the
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use of technology is a privilege, not a right and with such privileges comes responsibilities
(Hinduja & Patchin, 2014).

3.2 What are the web-based or app-specific interventions available to deal
with Cyberbullying

Cyberbullying is a social problem that occurs though the undesirable use of IT technologies.
Given the extensive exposure young people have online, it is essential to understand web-
based or application (app) specific interventions available to combat Cyberbullying.

One of the best strategies for ensuring young people’s safety online is by adding parental
control software to young people’s digital devices, this empowers parents to manage and limit
their online activities (Berg & Breheny, 2014). Parental control software can be used to block
or limit access to websites, manage social apps, manage in-app purchasing, monitor online
activities, schedule or limit screen time and filter unwanted or sensitive contents. Technology
examples include Family Zone®, Net Nanny®, Web Watcher®, PC Pandora®, Family
Protector®, these are well-known parental control and web filtering software systems which
can be used to protect young people from unwanted interactions online (Berg & Breheny,
2014).

Many of the antivirus programs that are used also include parental control tools. For instance,
Norton Security Premium® is a parental control antivirus programs for families. Norton
Parental Control provides tools to see what videos young people watch, what websites they
visit, the search terms they use, the apps they download, mobile GPS location monitoring and
content filtering feature for PCs and other devices (Norton, 2020).

There are a variety of mobile apps designed to help protect young people from bullying and
to create awareness around the issue of Cyberbullying. Example apps include BullyBlock®
which is a free Android app designed to captures and block bullies. This app allows young
people to record verbal bullying and harassment secretly, block unwanted calls, messages and
apply automatic respond features and collected information about abusive behaviour that can
be shared with parents, teachers or law enforcement (Notar et al., 2013; Scheff, 2016). Bully
Tag® is another Android and Apple support mobile app that allows young people to report
Cyberbullying incidents anonymously to school officials. This app allows young people to
record and send incidents to trusted adults with a single click of a button. STOPit® is another
mobile app that allows young people instantly and anonymously report incidents to school or
other trusted adults (Scheff, 2016). McAfee Safe Eyes® is an example of a filtered mobile
browsers that helps parents to manage young people’s Internet activities on their Apple
mobile devices (Notar et al., 2013).

We are now seeing that mobile phone companies are including more features to safeguard
young people from Cyberbullying. Apple has recently introduced iOS 12, which includes new
features to reduce interruptions, manage screen time and set goals or limit activities. The iOS
12 version includes activity reports, app limits and do-not-disturb and notifications controls
designed to help parents to reduce interruptions and manage screen time (Apple, 2018). These
are just a few examples of web-based or app-specific interventions available to deal with
Cyberbullying.

3.3 Ways to use social media responsibly to deal with Cyberbullying

Even though social media is a great tool to stay in touch with friends and family, sometimes it
can create ethical issues such as Cyberbullying (Gonzales, 2014). As discussed before
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Cyberbullies use social media because it is so widely used. This form of bullying distresses
young people and adversely affects their families, teachers, and others around them (Elci &
Seckin, 2016). The pressure of social media is real and has a consequence for all users (eSafety
Commissioner, 2020). Social media users should have an in-depth understanding of how to
use social media, the features and capabilities as well as potential effects when creating a social
media account (Gonzales, 2014). Some common strategies for young people to stay safe in the
social media space are; unfollow the social media accounts of people that they feel unsure
about, turn off message notifications and have the ability leave unwanted social media
contacts (e.g. to leave a chat session with an unknown person); talk to a person of responsibility
(a parent or guardian) if they feel pressured by someone on social media, remove or report
harmful social media, strength individual privacy settings and limiting the amount of personal
information share via social media (Carter, 2013; eSafety Commissioner, 2020; Gonzales, 2014;
Lenhart et al., 2011).

It is very important for young people to develop self-discipline when using social media to
avoid unethical situations (Gonzales, 2014). There are also issues due to lack of awareness.
Vulnerable and disadvantaged young people may be less likely to understand the complexity
of the systems they are using (Cole, 2014; United Nations Children’s Fund, 2017). Social media
literacy campaigns also good strategy to address the problems of Cyberbullying (Gonzales,
2014).

We are seeing that social media organisations are doing more to tackle the issue of
Cyberbullying via their platforms. Facebook is the largest online community and the Facebook
“Help Centre” includes information on Cyberbullying and their “Bullying Prevention Hub”
provides resources and tips for young people, parents, and educators to prevent
Cyberbullying (Facebook, 2020a). The Facebook Help Centre consists of a series of information
sources related to bullying including "what should they do if being bullied, harassed or
attacked by someone on Facebook", "how to remove users from abusive tags", "unfriending
and blocking Facebook users”, and “how to report abusive content”. Facebook also provides
tips and helpful resources for parents, guardians, and educators as to how they can help young
people to use Facebook wisely. Further, Facebook has also introduced suicide prevention tools
in a global context (Berg & Breheny, 2014; Facebook, 2019). In addition, Facebook 'Digital
Literacy Library' provide lesson plans specially designed for young people to develop their
skills in relation to privacy and reputation, identity exploration, positive behaviour, security,
and community engagement modules. (Facebook, 2020b).

Similarly, the Twitter “Help Centre” provides support for its users by providing safety and
security features to deal with online abuse and bullying. The Help Centre comprises of
information on privacy controls including “How to protect personal information”, “How to
deal with spam and fake accounts and sensitive content” and “How to report abusive
behaviour including helping someone with online abuse” (Berg & Breheny, 2014; Twitter,
2019).

4 Discussion

The narrative review presented in this paper reviewed a significant number of studies on
Cyberbullying relating to young people. Most of the studies focus on the use of technology,
online risky behaviours, ethical or responsible use of technologies to prevent and respond to
Cyberbullying. The following Table 1 (based upon the narrative review) presents a summary
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of the actions, ongoing tools, technologies, and best practices that can help young people to
protect themselves against Cyberbullying.

Actions, tools,
technologies, and best

practices related to Example Actions or Activities Source Who is .
; responsible?
responsible use of
technology.
Improvement of online Use only reliable and secure Coventry et al., 2014; Young people,
safety skills, critical connections, computers, devices, | Couvillon & Ilieva, 2011; parents, and
thinking skills, best websites, and services; Sabella et al., 2013; educators.
practices, and netiquette. | Share a minimum amount of Livingstone et al., 2011;
personal information online; Valimaki et al., 2013;
Keep young people’s identity Yamano, 2004.
secure and protected;
Implementing good Cyber
Security measures.
Technology-based Blocking unwanted Cyber Aricak et al., 2008; Young people.
solutions. friends; Coventry et al., 2014;
Blocking annoying messages; Hoff & Mitchell, 2009;
Remove harmful/anonymous Sabella et al., 2013; Slonje
messages or content. et al., 2013; Smith et al.,
2008; Yamano, 2004.
Reporting of Cyber Report Cyber incidents to Coventry et al., 2014; Young people,
incidents. parents, teachers, content Hinduja & Patchin, 2019; parents, and
providers (e.g. Facebook Help Slonje et al., 2013; educators.
Centre, Twitter Help Centre) or Facebook, 2019; 2020a;
call law enforcement. Twitter, 2019.
Cyber safety Awareness | Digital literacy courses; Angus, 2016; Bada et al., Educators and
/ Training / Development | Social media literacy campaigns; | 2019; Coventry et al., 2014; | other youth
programs. Cyber safety training. Elci & Seckin, 2016; advocates.
Gonzales, 2014; Slonje et
al., 2013; Spears et al.,
2014; Shariff & Johnny,
2007; Kowalski et al., 2008.
Cyberbullying Cooperative learning techniques; | Myers & Cowie, 2019; Educators.

prevention programs in
schools.

Consistent disciplinary methods;
Effective school policies;

Skilled classroom management
by teachers;

Peer support programs;

School focused awareness

Couvillon & Ilieva, 2011;
Hinduja & Patchin, 2009,
2011, 2019; Livingstone et
al., 2011; Perren et al.,
2012, Shariff, 2005; Sabella
et al., 2013; Slonje et al.,

programs; 2013; Smith et al., 2013;
Curriculum based activities. 2016; Vialimaki et al., 2013;
Yamano, 2004.
Educate students about Cyber ethics education; Angus, 2016; Cole, 2014; Parents and
proper conduct in the Digital citizenship education; Crystal et al., 2000; educators.

Cyber world.

Education on the responsibilities
and ethical use of technology.

Couvillon & Ilieva, 2011;
Gonzales, 2014; Hinduja &
Patchin, 2014, 2019;
Sabella et al., 2013;
Valimaki et al., 2013;
Yamano 2004.
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Actions, tools,
technologies, and best

role models;

Parents need to be able to offer
advice to young people on Cyber
safety;

Parents need to monitor young
people’s IT and Social Media
usage.

& Patchin, 2014; Sabella et
al., 2013; Couvillon &
Ilieva, 2011; Lenhart et al.,
2011; Valimaki et al., 2013;
United Nations Children’s
Fund, 2017.

7 ] — Who i
practices related to Example Actions or Activities Source 018 .
. responsible?
responsible use of
technology.
Parental Oversight. Parents need to be Cyber safety Perren et al., 2012; Hinduja | Parents.

Parent and educator’s

Awareness programs about new

Sabella et al., 2013; Perren

Parents and

2020;
Facebook, 2019, 2020a,

education. technologies and ethical et al,, 2012; Valimaéaki et al., | educators.
behaviours; 2013.
Awareness programs about
effective safe online behaviours.
Web-based or app- Promotion of the use of parental | Apple 2018; Berg & Young people,
specific interventions. control software, antivirus Breheny, 2014; Coventry et | parents, and
programs, mobile apps with al., 2014; Notar et al., educators.
special safety features. 2013; Scheff, 2016;
Yamano, 2004.
Responsible use of social | Development of effective social Carter, 2013; Gonzales, Young people,
media. media usage strategies to deal 2014; Lenhart et al., 2011; parents, and
with Cyber bullying. eSafety Commissioner, educators.

2020b; Twitter, 2019.
Promotion of resources Promotion of social media Berg & Breheny, 2014; Social media
from social media platforms resources and Facebook, 2019, 2020a, companies,
companies. activities, e.g. Facebook, Twitter 2020b; Twitter, 2019. educators,
Cyber safety forums. parents, and
other youth
advocates.

Table 1: Actions, Ongoing tools, technologies, and best practices to prevent and respond to

Cyberbullying.

Several conclusions can be drawn from this narrative review presented in this paper with
regards to the Cyberbullying issues facing young people. The issues identified are:

D)

2)

3)

the existing research has shown that there are a number of preventive
strategies that can be used to combat Cyberbullying for young people;

there are fewer studies published relating to the ethical or responsible use
of technology to combat Cyberbullying (this could be a potential limitation
to the study presented in this paper);

most of the Cyberbullying current studies revealed that the education and
youth skill development are a top priority to deal with Cyberbullying
among young people;

10
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4) schools have a key role to educate young people about online safety skills,
critical thinking skills and netiquette;

5) parents and educators should teach young people about Cyber ethics,
digital citizenship responsibilities, as well as the positive or ethical use of

technology;

6) the training of young people should start from an early age to assist in their
development;

7) the importance of increasing parents and educator knowledge about Cyber

Safety and associated technologies;

This paper has shown that more diverse studies are needed to minimise Cyberbullying
because the main social media organisations and IT organisations have resources and systems
but there are limited studies to show their impact or effectiveness.

5 Conclusion, Limitations and Future Directions

As mentioned before, Cyberbullying is an intricate and ever-evolving form of bullying.
Cyberbullying has the ability to impact young peoples' health and psychological well-being in
numerous ways. Most of the existing Cyberbullying research largely focuses on prevalence
and predictors of Cyberbullying and the comparison of traditional bullying and
Cyberbullying. We have seen that less attention has been given to the ethical or responsible
use of technology to prevent Cyberbullying.

In this paper, we have proposed a number of actions, tools, technologies, and best practices
related to responsible use of technology that can be used to mitigate the risks associated with
Cyberbullying. Schools offer an ideal environment, to help young people improve their digital
skills, critical thinking skills and netiquettes needed to navigate in the digital world in a safe
manner.

The Cyberbullying interventions have not been successful if they have not reviewed the
existing literature explicitly. These claims are elucidated using current literature so that
government agencies, policymakers, educators, and other practitioners will have a better
understanding of responsible use of technology and understanding of Cyberbullying in order
to support young people to combat this immerging societal challenge.

The research presented in this paper has been limited by the small number of studies
conducted relating to responsible use of technology and Cyberbullying. The future research
direction is to focus on what can be done to protect against Cyberbullying and what protection
steps can be implemented to protect young people.
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