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This is the second special section on applied ethics for AJIS. As was the case for the first special
section on ethics, of the various submissions, only three have been accepted for publication.
This is not an indication that little work is being done in relation to cybersecurity ethics, but
rather a reflection of the difficulty of getting published in a high quality journal. A great deal
of research is being done in the area of ethics as regards cybersecurity, particularly in Europe
as a result of the recent toughening of its privacy legislation and the implications that has for
all manner of ethics and technology, from blockchain, to wearable robots and through to
cybersecurity. An overview of those three articles follows, after which the guest editor
backgrounds are described.

The paper by Miller on ‘Machine Learning, Ethics and Law” explores ethical machine learning
issues concerning data firm Cambridge Analytica’s illegitimate use of the data of millions of
Facebook users. Its focus is on the three areas of profiling and predictive policing, legal
adjudication, and machines” compliance with legally enshrined moral principles. The paper
by Luck on ‘Entrapment behind the firewall: the ethics of internal cyber-stings’” addresses in
part the focus of so much of the security literature, which reveals that the majority of breaches
happen by insiders. It explores the ethical issues, such as trust, of conducting internal stings
involving an organisation’s own employees. The paper by Thomas et al. on “The importance
of ethical conduct by penetration testers in the age of breach disclosure laws’ looks at ethical
hacking in the light of breach disclosure laws, which are designed to protect privacy, such as
the Notifiable Data Breaches scheme in Australia and the General Data Protection Regulation
(GDPR) in the European Union. In relation to the ethical hacking paper, which was co-
authored by one of the guest editors, it should be noted that he was not involved in any of the
reviewing and editorial decision making for that paper. Instead those tasks were carried out
by the Editor-in-Chief of AJIS. The AJIS editorial system was set-up such that Prof Burmeister
could not see that submission, nor any processing of it.

Two guest editors were appointed, Professor Matthew Warren (Deakin University) and
Professor Oliver Burmeister (Charles Sturt University). Professors Warren and Burmeister
have collaborated in various ways over the past 20 years. They were both executive members
of the Australasian Institute on Computer Ethics (AiCE) and have both been members of the
Australian Computer Society’s (ACS) Ethics Committee; Prof Burmeister still is. They are also
both involved in the Cybersecurity Collaborative Research Centre (CRC), which has six
research and 25 industry partners, as well as significant funding from the government to the
amount of $139 million over seven years. Professor Matthew Warren has published eight times
in AJIS over the past 17 years (Senarathna, et al, 2018, Senarathna, et al, 2016, Pye and Warren
2006, Pierce, et al 2006, Leitch and Warren 2003, Warren and Hutchinson 2003, Hutchinson
and Warren 2002a, Hutchinson and Warren 2002b, Hutchinson and Warren 2001). Professor
Warren has served as a Chair of Information Systems, but for the past few years has been a
Professor of Cyber Security at Deakin University. Professor Burmeister has also published
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multiple times in AJIS (Bowern, Burmeister, Gotterbarn, & Weckert, 2006; Burmeister, 2015;
Burmeister, Islam, Dayhew, & Crichton, 2015; Burmeister et al., 2019; Islam, Miah, Kamal, &
Burmeister, 2019; Poulsen & Burmeister, 2019; Simpson, Nevile, & Burmeister, 2003). Most of
his ICT ethics work been in the areas of value sensitive design (Burmeister, 2010, 2012, 2016;
Burmeister & Kreps, 2018; Burmeister, Weckert, & Williamson, 2011; Teipel et al., 2016) and
professional ethics (Burmeister, 2013, 2017).
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