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Abstract 

In a networked global economy, cyber security threats have accelerated at an enormous rate. 

The security infrastructure at organisational and national levels are often ineffective against 

these threats. As a result, academics have focused their research on information security risks 

and technical perspectives to enhance human-related security measures. To further extend this 

trend of research, this study examines the effects of three knowledge sharing methods on user 

security practices: security training, social media communication, and local security experts 

(non-IT staff). The study adopts a phenomenological method employing in-depth focus group 

interviews with 30 participants from eight organisations located in Ho Chi Minh city, Vietnam. 

The study expands on understanding factors contributing to self-efficacy and security practice 

through various knowledge sharing channels. Current methods of periodical training and 

broadcast emails were found to be less effective in encouraging participants to develop 

security self-efficacy and were often ignored. Security knowledge sharing through social 

media and local experts were identified as supplementary methods in maintaining employees’ 

security awareness. In particular, social media is suggested as a preferred channel for 

disseminating urgent security alerts and seeking peer advice. Local security experts are 

praised for providing timely and contextualised security advice where member trust is 

needed. This study suggests that provisions of contemporary channels for security 

information and knowledge sharing between organisations and employees can gain regular 

attention from employees, hence leading to more effective security practices. 

Keywords: knowledge sharing, social media, cyber security, security compliance 

1 Introduction 

The security risks to an organisation’s sensitive information are constantly growing. Both 

external and internal attacks are becoming more sophisticated and persistent (Sindiren & 

Ciylan, 2018). Juniper Research (2017) predicts data breaches will cost $8 trillion globally by 

2022. Technical measures have been effective and robust in preventing cyber risks from 
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information security breaches (Rocha et al., 2014). However, research also shows that a 

majority of organisational security incidents are directly or indirectly caused by employees 

who violate or neglect the information policies of their organisations (Ashenden, 2008; 

Sindiren & Ciylan, 2018). Employee compliance choices are therefore critical to organisational 

security (Sommestad et al., 2014), and overcoming this challenge requires more than technical 

measures. 

Prior studies have established that users’ personal factors such as attitude, self-efficacy, and 

perceived response costs associated with security tasks can affect their intention to comply 

with information security policies and practices (Sommestad et al., 2015). Additionally, 

knowledge about cyber security and motivation to protect from cyber risks are necessary to 

enhance cyber security practice. Security self-efficacy, which is the combination of an 

individual’s security knowledge, skills, and expertise, enables the individual to perform 

security tasks and cope with changing security requirements. A lack of knowledge about 

information security leads to low levels of employee engagement in cyber security practice, 

jeopardising the organisation’s information security (Pham et al., 2016). 

Knowledge about cyber security is often achieved through training (Puhakainen & Siponen, 

2010). Training often consists of formal dissemination of security information (e.g. policies), as 

well as procedural, technical knowledge (Park et al., 2017). Current training methods are often 

seen as inefficient at disseminating security knowledge to non-technical employees, mainly 

because of the complexity and technical aspects of information security knowledge (Safa and 

Von Solms, 2016). Lengthy policies and training materials often lack simplicity for an average 

user and technical information in policy documents remains complex (Pham et al, 2019). 

Another way of developing security knowledge can be facilitated through collaborative 

sharing among employees (Hwang & Kim, 2007; Wang & Noe, 2010). The effectiveness of 

collaborative networks for knowledge sharing is evident in other areas such as medicine (Oh, 

2012) and hospitality (Yang, 2009). Building an employee culture of proactively raising 

awareness and sharing knowledge of information security matters has recently been debated 

across disciplines (Schlienger & Teufel, 2002). Since humans are key assets of every 

organisation, and most security concerns are human-based, a knowledge-sharing culture 

helps organisations build trustworthy partnerships among internal communities (Schlienger 

& Teufel, 2002). However, insecure or inappropriate sharing of information assets could also 

lead to the potential loss of data or information or could put people into vulnerable situations. 

In such scenarios where individuals are facing a problematic situation, trustworthy advice and 

clear guidelines for knowledge sharing becomes significant (Tamjidyamcholo et al., 2013). 

Although proper security practice can be learned through formalised procedures, there are 

certain tasks which require more practical instructions and timely advice of information 

security. An employee might unintentionally violate the security policy of an organisation, 

which could place them and the organisation at risk. To address this, researchers place a high 

stake on workplace knowledge sharing through social exchanges and informal peer 

discussions. Safa & Von Solms (2016) discuss the potential benefits of an information sharing 

culture and how it can improve staff efficacy regarding security awareness, promote sharing 

knowledge on policies and procedures, and lead to compliance improvements in security 

programs. However, few research studies have examined how employees practice knowledge 

sharing in the context of cyber security (Rocha et al., 2014). Furthermore, it is not known 

whether and how such practices affect security behaviour in the workplace. 
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Consequently, this study explores how employees acquire and share security information at 

work and assesses the impacts of such knowledge sharing practices on employees’ security 

self-efficacy and practice. The study employed a qualitative phenomenological method of in-

depth focus group interviews with employees in various organisations located in Ho Chi Minh 

city, Vietnam. The findings contribute to both theoretical and practical aspects of employing 

various security knowledge sharing methods to influence employees’ efforts to maintain 

security awareness and practice. 

2 Significance of knowledge sharing to security awareness and 
practice 

Organisations manage information security through a combination of administrative and 

technical measures. Administrative measures aim to encourage safe security practices and 

deter malicious computer abuses through security policies and procedures, awareness 

training, and security compliance supervision (Crossler et al., 2013). However, the 

effectiveness of administrative measures relies greatly on the levels of awareness and 

compliance among IT system users. Technical measures ensure safe security practice through 

the use of authentication, authorisation, data encryption, and antivirus software, as well as a 

myriad of hard and soft system elements designed to prevent breaches and encourage desired 

behaviours (Powell, 2018). Previous research has shown that knowledge sharing among users 

within organisations is an effective way to increase awareness of and compliance with 

information security policies (Mallinder & Drabwell, 2013; Safa & Von Solms, 2016). Given the 

increasing number of cyber risks, effective real-time knowledge sharing could help employees 

protect the organisation against potential security risks (Torres & Gupta, 2018). 

To decrease cyber risks from users, the risks need to be apparent to users and they need to 

understand their role in decreasing these risks. If users are not aware of cyber security issues, 

and if they do not have sufficient self-efficacy to respond, security threats cannot be addressed 

(Safa et al., 2016). In addition to awareness of security risks, knowledge about appropriate 

responses is necessary if cyber risks are to be reduced. Awareness of the risk is necessary, but 

is insufficient at reducing risk alone; people must also know how to act in situations of security 

breaches (Popovac & Fine, 2018). Security risk awareness and skills are generally referred as 

self-efficacy, which encompasses “a belief in one’s capability to protect information and 

information systems from unauthorised disclosure, modification, loss, destruction, and lack of 

availability” (Rhee et al., 2009). High levels of self-efficacy mean knowledgeable and skilful 

employees are more likely to take protective security tasks. A lack of self-efficacy has also been 

found to be a major contributor to cyber security compliance disengagement (Pham et al., 2016; 

Pham et al., 2019). 

Recent literature on knowledge sharing advocates a socio-technical perspective and posits that 

knowledge does not only reside in documents and systems but also in people’s minds (Brown 

& Duguid, 1999; Nonaka & Takeuchi, 1995). Furthermore, knowledge sharing is a joint 

approach between sender and receiver, resulting in individual learning, and positively 

impacts organisational learning (Ipe, 2003). It is important for organisations to understand that 

tacit knowledge (or ‘know-how’) is a sticky concept, hard to share completely, and is not 

always easy for a receiver to understand at full scale (Nonaka et al., 2006). 

Another factor that influences cyber security compliance is that of task complexity. Complex 

tasks required to secure information assets cannot always be accomplished without an 
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effective knowledge sharing process (Jafari & Charband, 2016; Zhang et al., 2012). Complexity 

becomes an issue in cyber security when the risk is difficult to comprehend by a lay-user 

(Zhang & Costa, 2018). In such cases, peer networks and social learning are useful in 

decreasing the overall fear of engagement that often pervades a high-risk IT environment 

(Warkentin et al., 2011). By applying a social learning theoretical lens to the healthcare sector, 

Warkentin et al. (2011) found that informal sharing methods such as support from colleagues, 

sharing materials, informal verbal discussions, feedback sessions, and observations helped 

individuals to improve their security behaviours and compliance with policy. 

3 The effect of three knowledge sharing methods on security 
practice 

Knowledge sharing enables employees to develop ideas, share information about security 

concerns, and collaborate within the workplace environment about cyber information threats 

(Rocha et al., 2014). Cummings (2004) describes two approaches to knowledge sharing: formal 

methods, including disseminating information security policies and formal training (Höne & 

Eloff, 2002), and informal methods, comprising of conversations, peer to peer discussions, and 

advice-seeking and sharing. 

Given the starting point of multiple methods of knowledge sharing, this study focuses on 

assessing the effects of three forms of knowledge sharing: formal training programs, social 

media communication, and local security experts on employees’ security awareness and 

practice. 

3.1 Formal security training 

Training programs are a popular form of disseminating knowledge and developing safe 

information security behaviour in employees (Puhakainen & Siponen, 2010). Training is an 

efficient way to deliver the theoretical explanations that are necessary for users to understand 

why and how security compliance can help users protect the information assets of an 

organisation (Clark, 2008). Training can also improve self-efficacy and self-regulation of 

information security behaviour (Clark, 2008). However, security training can also change 

attitudes and behaviours towards a specific issue without users actively thinking or deeply 

analysing and considering the issue (Puhakainen & Siponen, 2010). Furthermore, training 

builds on prior understandings and abilities, and ensuring learners’ security knowledge levels 

are at a commensurate level can be challenging (Park et al., 2017). Consequently, training on 

its own is insufficient to completely ameliorate cyber security risks, and other forms of 

knowledge sharing are necessary. 

Training offers not only a better chance to directly transfer knowledge to the employees, but 

it also allows the organisations to develop the content with the strong relation to the 

organisation’s policies (Brandl, 2012). Knowledge sharing through training and close 

collaboration can build trust among employees and can further develop a secure environment 

(Liu et al., 2011; Safa & Von Solms, 2016). Trust is an important mechanism in enhancing 

knowledge sharing between employees and is therefore a necessary precursor to securing the 

cyber environment (Feledi et al., 2013). 

The effectiveness of programs on changing cyber security practices depends on how the 

information has been shared with users. Khan et al (2011) noted that face-to-face training is 

more effective than computer-based training. This is because users’ cyber security actions can 



Australasian Journal of Information Systems Pham, Ulhaq, Nguyen & Nkhoma 
2021, Vol 25, Research Article Knowledge Sharing and Cyber Security Behaviour 

 5 

be built on understanding the consequences of a compromised security system (Rhee et al., 

2009) and the reasons for developing security policies and procedures (Pham et al., 2019), thus 

face-to-face training can raise cyber security awareness of employees. Furthermore, face-to-

face education is also more economically viable than computer-based training, which usually 

requires more physical and technical resources. 

Computer-based training, however, has the advantage of one-on-one communication. It 

allows users to practice at their own pace, which prevents users from becoming overwhelmed 

by information (Khan et al, 2011). Since the nature of computer-based training is ready-made, 

it often lacks direct interactions between organisations and employees, and is difficult to reflect 

the organisation’s policies (Brandl, 2012; Khan et al, 2011). 

3.2 Social media communication of security updates 

With the dramatic development of communication technologies, virtual communities on social 

media platforms have emerged as a new way to share knowledge. These communities allow 

people to share information and experience without meeting face-to-face (Chang et al., 2015). 

Furthermore, these communities are available when and where the user needs them, via any 

device and in a format they can access given their skills and capabilities. Rather than providing 

information passively, social media offers more cooperative and open communication, where 

a large number of people are free to share any of their thoughts, experiences, opinions, 

feedback, and perspectives (Kaplan & Haenlein, 2010). The increased mobility of social media 

and the popularity of smartphones has made social media use a daily activity (Kwahk & Park, 

2016). Social media platforms offer an effective way to acquire new knowledge from peers and 

networks (Wasko & Faraj, 2000). Social media tools therefore operate as a knowledge 

management system, as they permit a flexible mode of dialogue and sharing information in 

several formats (Kwahk & Park, 2016; Oostervink et al., 2016). Each of these capabilities 

enables real-time problem solving by IT professionals and others within the community, 

potentially minimising any damage from cyber threats. 

In addition to flexible social structures and immediacy, social media enables the dissemination 

of knowledge and information in multiple forms such as videos, photos, audio, comments, or 

blog posts. This permits community members to share knowledge in whatever form is most 

natural for them at the time (Kwahk & Park, 2016). 

The role of social media as a knowledge-sharing platform is well recognised, but research on 

the use of social media in communicating cyber security information is scarce (Aloul, 2012; 

Gupta and Brooks, 2013; Hajli & Lin, 2016). This is potentially due to the security risks 

associated with social media in general (e.g. Pattabiraman et al., 2018; Zhang & Costa, 2018). 

However, there has been research in a university setting that has shown that social media can 

be effective in a knowledge sharing context (Aloul, 2012). Hence, it is timely to evaluate the 

influence of knowledge sharing through social media on cyber security practice. 

3.3 Local security experts (non-IT professional staff) providing domain-
specific knowledge 

When it comes to delivering cyber security knowledge, time and place of the support is critical. 

Having at least one information security expert or ‘champion’ in each department has been 

shown to be effective (Ashenden, 2008; Cherdantseva et al., 2016). A local security expert is 

responsible for answering security concerns of others, identifying potential threats, and 

reminding others to comply with security policies. In order to carry out such responsibilities, 
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the local expert is normally recognised as having more experience and skills than the ‘average’ 

user. By facilitating knowledge sharing within a specific work community, local experts can 

also reduce waiting times and costs associated with computer down-time (Safa et al., 2016) by 

being immediately available to assist. These ‘champions’ may not be formally appointed but 

may be evidenced merely by their contributions to their departments. There are two types of 

local experts: formal, such as managers, and informal, such as any individual employee who 

is respected by others when it comes to cyber security. 

Manager’s support has been found to be an important factor in facilitating knowledge sharing. 

It increases knowledge sharing among employees by reinforcing positive attitudes of 

employees towards cyber security measures (Shafiq et al., 2013). Such support can be 

expressed implicitly through the reactions of supervisors when managing mistakes, consistent 

and equal treatment of employees, competences of supervisors that relate to technical aspects, 

and the supervisors’ willingness to support and protect employees in front of other managers 

(Shafiq et al., 2013). Managerial support can therefore positively influence the efforts required 

to adapt to change, user-responsibility towards security issues, levels of collaboration with 

others, and knowledge sharing (Raineri & Paillé, 2016). Furthermore, employees’ belief in their 

managers’ knowledge and expertise was found to positively affect employees’ self-reported 

security breaches (Liao, 2008; Mittal & Dhar, 2015), demonstrating employees’ willingness to 

co-create a secure environment. With the control and discretionary power to make decisions, 

line managers are able to allocate training schedules, develop training strategies, build 

competence programs to increase the relevant knowledge of their employees, provide 

valuable feedback, create an open working environment, enhance engagement levels, and 

promote information sharing among employees (Kettinger et al., 2015; Ramus & Steger, 2000). 

Finally, with high information security knowledge and skills, local security experts can be a 

potential channel for advice on specific security problems and facilitating security knowledge 

exchange among employees. 

In summary, many previous studies support the important role of user self-efficacy in 

achieving safe security practice and efforts to employ security technologies (Bulgurcu et al., 

2010; Johnston and Warkentin, 2010; Rhee et al., 2009). Improving users’ self-efficacy through 

knowledge and practice sharing is a common approach to any security program to achieve 

more effective security practice. However, organisations often lack a clear understanding of 

how various knowledge sharing practices can influence users’ effort to acquire security skills 

and their resulting practice. This study therefore sets out to ascertain how employees perceive 

the effectiveness of the three identified knowledge-sharing methods on enhancing their self-

efficacy which subsequently improves security practice. 

The arguments put forward in this study is summarised in Figure 1. 
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 Figure 1: Conceptual model of cyber security knowledge sharing 

4 Study methodology 

We focus on developing a deeper understanding of several individuals’ common experiences 

of acquiring security information through various methods and how such knowledge impacts 

their and their own daily practice at work. Such insights help develop more focused training 

programs and policies. Exploring lived experiences of a phenomenon such as security practice 

to gain in-depth understanding of underlying reasons contributing to such practice requires a 

phenomenological method (Cilesiz, 2011; Creswell, 2007). The purpose of a phenomenological 

study is to establish essential elements of common experiences among participants 

(Moustakas, 1994). It is important to note that a phenomenological approach acknowledges 

the key common experience can change and be incomplete (Moustakas, 1994). The results of 

this study therefore do not claim to represent a universal truth, but rather the shared security 

practices at a specific time and place, as manifest in the participants’ experiences and as seen 

from the perspective of an individual researcher. 

Another requirement of phenomenological research is that there are no prior assumptions 

about the correctness or falsity of a participant’s experience of the phenomenon (Ashworth, 

1999). Hence before starting the interviews, we did not start with a set of well-formed 

hypotheses, but instead looked for common practices that emerged through a series of 

interviews and used other participants to validate our findings. The participants were 

encouraged to freely share their own perspectives to provide insight into their security 

experiences. 

Criterion sampling was employed so that only participants who share or receive relevant 

security information at work would participate in the study. This sampling technique is 

recommended for phenomenological study in Creswell (2007). For data collection, in-depth 

interviewing was used to ask the participants how they managed their day-to-day lives and 

personal experiences in relation to cyber security. In depth interviewing is well suited to 

collecting personal experience descriptions (Creswell, 2007). 

We approached 12 organisations with whom we had worked in the past for suitable employees 

to interview. Eight organisations agreed to join the study. Participants were selected from a 

range of departments, who could provide diverse perspectives of their security practices. 

Thirty participants participated in eight in-depth focus group interviews, ranging from 60 to 

90 minutes (see Table 1). The number of interviews was considered sufficient when the 

participants’ responses provided a clear picture of the three knowledge sharing practices and 
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their effectiveness on security practice. As little significant new insights were acquired in the 

last few interviews, the number of interviews was considered to meet the theoretical saturation 

criterion for qualitative research established by Dworkin (2012), which indicates the point 

where no new information or themes are observed in the data. 

 

Organisation 
Number of 

participants 
Position and pseudonyms 

1. Software retailer 3 Software designer (3.1, 3.2, 3.3) 

2. Financial organisation 1 4 Auditors (4.1, 4.2, 4.3, 4.4) 

3. Financial organisation 2 4 Financial specialist (3.1, 3.2, 3.3) 

4. Financial organisation 3 

1 Marketing staff (4.1) 

1 Compliance officer (4.2) 

4 Financial specialist (4.3, 4.4, 4.5, 4.6) 

5. Financial organisation 4 
3 Financial specialist (5.1, 5.2, 5.3) 

1 Market researcher (5.4) 

6. Agriculture exporting organisation 1 Investor relation associate (6.1) 

7. University 
2 Lecturer (7.1, 7.2) 

2 Professional staff (7.3, 7.4) 

8. Marketing organisation 
2 Advertising designer (8.1, 8.2) 

2 Marketing staff (8.3, 8.4) 

Table 1: Profiles of participants 

Participants’ responses were analysed following the three-step phenomenal analysis outlined 

in Moustakas (1994) – phenomenological reduction, imaginative variation, and synthesis – 

with the help of text analysis software NVivo 11. In the first step, all interviews were 

conducted face-to-face in both English and Vietnamese (dependent upon the language 

capabilities of the participants), recorded, transcribed, and translated into English. Researchers 

then went through the transcripts several times, treating all relevant statements as having 

equal value. The pre-identified themes of information sharing methods and potential impacts 

on security practice were used to classify coded responses to enable the researchers to 

discover, comprehend, and gain insights of the participants. This step was designed to group 

the responses, eliminate repetitions and overlaps, and produce a list of meaning units 

(words/phrases that represent only one meaning) across participants. Individual participants’ 

descriptions of their experience of security practice were recorded as quotes together with the 

researchers’ supplementary statements, creating individual textual descriptions. Next, 

individual structural descriptions or the underlying reasons of participants’ day-to-day 

security experiences were established and transforming participants’ statements into security 

terminology. The final step of phenomenological analysis consisted of synthesising individual 

textual and structural descriptions of security practice among participants, and constructing 

textual-structural synthesis. This composite synthesis comes in the form of a final narrative 

detailing an in-depth description of security practice of the whole group. 

The interviews consisted of two parts. The first part asked participants about their security 

knowledge sharing practices. This part explored how employees discuss and share 

information related to cyber security within their work environment and their preferred way 

to share this information. The second part assessed how participants view the effectiveness of 
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specific knowledge sharing practices on their own security practices. The interview questions 

are included in Appendix A. 

5 Results 

5.1 Overview of the roles of security self-efficacy and peer knowledge sharing 
in security practice 

When participants were asked to describe their views of the impacts of knowledge sharing on 

their security practice, there were mixed responses regarding the necessity of security self-

efficacy if security tasks are simple or less obvious to them. Participants from the university 

highlighted the insignificant role of security skills in their jobs due to task simplicity or unclear 

expectations: 

The IT department does all security tasks and they do not require anything from me. So, I am 

not clear that I must be responsible for the security tasks. (Lecturer 7.1) 

I do not think security training is required. Because all security tasks here are quite simple and 

rare. If users spot a problem, they can report directly to IT department. It does not resemble a 

scenario that can come up in the training. I have not experienced any security incident that 

needs a training. (Professional staff 7.4) 

Other participants thought that security tasks are purely for IT professionals or too complex 

for normal users to assess the risks and take proper care, hence they did not consider it 

necessary to put effort in maintaining security knowledge and practice: 

We do not normally update security knowledge, it is necessary to IT professionals. We hardly 

do that because it is not one of our concerns. (Financial specialist 4.4) 

To some participants, the purposes of enhancing security skills and exercising safe practice are 

not clear, which means they view it as a waste of time: 

I see that security compliance is only that you have to comply with organisation’s requirements. 

But I do not see the problem, much on my side why I need to do that. It is much bureaucratic 

you have to do this, to do that. For the users, I find it too much a waste of time. (Lecturer 7.1) 

Many participants, however, acknowledged they can contribute towards security and that 

self-efficacy is critical and needs to be learned: 

Matching computer skills will make me willing to comply. Security tasks could be personalised 

based on different requirements from different positions in the company. That will support your 

work better. (Market researcher 5.4) 

Other participants also suggested that to encourage effective security information sharing, 

organisations could develop a collaborative and open communication culture within teams, 

fostering the free flow of knowledge, including security knowledge, amongst employees: 

Culture of the organisation is important. If people are friendly, the information about the risks 

will be shared quickly to other staff members in the team. (Financial specialist 3.1) 

Most participants agreed they normally did not view sharing security information with their 

colleagues as an effective way to maintain security awareness or skill building. They did, 

however, share such information with IT professionals. Sharing security topics was deemed 

unnecessary in everyday experiences at work. There emerged several reasons for this 

assessment. Firstly, the rarity of security issues and the relatively low impact of cyber security 
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on daily work activities meant that it was simply not a topic of conversation. Secondly, even 

when there was talk about IT security, the information was complex and difficult to 

understand without technical expertise. Thirdly, participants were not convinced that IT 

security was urgent enough to resolve the issue through peer-support or independently; they 

felt that notifying IT department about the issue would be ‘enough’. Fourthly, IT security 

breaches often encompass confidential information and participants felt that IT professionals 

are better placed to protect information assets than their colleagues. Finally, even if an 

employee could solve the security issues, since they have different roles and are not dedicated 

to supporting IT issues, asking for help was seen as a disruption to others. 

5.2 Formal training for security awareness 

Many participants agreed that training by security professionals is a common method of 

providing security knowledge and skill enhancement. Security training can equip users with 

basic knowledge of organisational policies and relevant risks. One participant emphasised the 

relevance and authenticity of the security cases used in the training that urged them to take 

security matters more seriously. This view is consistent with findings of Rhee et al (2009), 

which indicates that security breach experience can affect perceived self-efficacy and how 

users exert effort in their security practice. One participant confirmed this: 

Security training needs to show how users’ security compliance is important to protect the 

business. Also, we need mock up exercises through which we can easily understand the severity 

of the risks and effectiveness of the recommended actions. Then we will follow and support 

security guidelines actively. (Marketing staff 8.4) 

In addition to security training, the efficacy of IT professionals is important to ensure 

participants take security advice. A few participants explained that it demonstrates the 

organisation can be effective to protect information systems: 

I will take IT staff advice if they show competency, capable of managing the IT security risks, 

and they give us some knowledge if we follow them. They have to prove that they can do 

something with the risks for my computer first. From that I will take their advice into account, 

it should come from a qualified IT department. (Marketing specialist 8.2) 

It was a consensus among participants that training contents need to be customised for 

different work contexts due to the specific nature of the risks: 

People might think that cyber security is something that is not related to their job and do not 

understand about it. Therefore, I think it is necessary to get every employee to engage with the 

training program. Furthermore, the training should be designed to relate to the jobs’ natures to 

be more relevant and interesting. (Software designer 1.2). 

Participants suggested that formal training programs should be offered periodically to 

reinforce security knowledge and practice, and that the content formats of such trainings 

should be more diverse, which many organisations may not consider: 

We do not have much security training at work. I think security was mentioned briefly during 

the induction for new staff. After that, there is no further training or updates on what security 

requirements and skills that staff need to know. (Financial specialist 3.2). 

Participants who had attended security trainings before often suggested more engaging and 

interactive formats, not simply a reinforcing of instructions. Traditional didactic training 
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methods were seen as providing too much technical and plain policy information in an 

unattractive format: 

Everything about rules and regulations needs to be educated in a creative, smart, and attractive 

way. Training should provide new knowledge, excite people so that compliance becomes 

voluntary, not something that rigid, compulsory so ‘you have to do it’ way. (Financial 

specialist 4.6) 

Sharing the same view of creating more interesting and engaging training programs, a few 

participants wanted training that was fun to undertake, including interactive game-like 

activities that would stimulate more interest and facilitate easy security skills acquisition:  

I think training programs incorporating game-format competitions will attract more 

engagement from employees. Game-format interactions make the learning more fun and 

realistic rather than having to read the policies that company provide. (Auditor 2.3) 

This request is consistent with research into negative emotions and behaviour change, 

whereby behaviours are more sustained over time if they are associated with positive 

emotions (Brennan & Binney, 2010). 

5.3 Social media for sharing of information security 

Participants from financial organisations 2, 3, 4, and 5 reported the use of several social media 

applications at work as an unofficial information sharing channel. Groups of stock traders or 

advisers from these organisations used social media tools such as Facebook Messenger, Skype, 

and Zalo (a Vietnamese chat application) to share market-related information. They used these 

tools because they are popular, provide instant knowledge sharing, and support multimedia 

content, including visual and audio files. Some of these social professional groups comprised 

more than fifty people from both inside and outside an organisation, although the details of 

these communications were kept confidential from the researchers. When asked to comment 

on how it would be useful for the organisation to communicate security topics through social 

media channels, especially in urgent situations, two participants liked the idea: 

Sending security warnings through Skype is very useful in my company because all staff can 

join and discuss about the problems easily. If the risk is very important and serious, the 

organisation can send the information through emails and everybody can spread the news 

further on Skype. (Finance specialist 3.3) 

Most people in my company use and check notifications on the Zalo, therefore, it is easier to get 

people’s attention by using this social media application rather than through formal email 

channel, which I normally skip reading. If the messages are sent to my Zalo account, maybe I 

will look at it because it is much shorter, more visual and easier to remember. (Auditor 2.1) 

Using social media applications for knowledge sharing was preferred by these participants 

because of its convenience, timeliness, and because it can influence their security practice. For 

example, when someone shared a personal experience of a security incident, such as losing 

information due to a hard disk crash, losing a social account due to poor password usage, or 

not carefully checking spoof websites, members in the social group took the advice very 

quickly and personally. Participants reported formal training that employed traditional 

methods and hypothetical scenarios did not help them to fully appreciate the serious 

consequences of poor security behaviour: 
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When I heard someone in my work group lost their Facebook account or all data on the 

organisation’s provided computer due to a hard disk malfunction, I immediately changed my 

password or asked IT staff how to back up my data. (Marketing staff 8.3)  

Furthermore, participants raised the point that messages shared on social media should be 

brief (due to the small screens of mobile devices) and visual engaging, to depict the contents 

more clearly, and to avoid ‘TL;DR syndrome’ (too long; didn’t read). Additionally, social 

media information needs to be framed to directly relate to each group’s interests, to avoid 

flooding their professional social media with irrelevant updates. Too much irrelevant 

information can lead to messaging being ignored or avoided: 

We do not want to receive too many security notices on our social channels. Only very 

significant and urgent notifications should be sent to these channels. Otherwise we will block 

or ignore future messages from the IT department. (Financial specialist 3.3) 

A few participants suggested that email communications were not as effective as social media 

as a means of sharing knowledge and improving awareness. This was because the email 

content was considered plainer and more tedious to read than the visually rich content of 

social media platforms. 

While most participants preferred using social media to share important security information 

to organisational emails, many of them were not aware of the security risks of using social 

media. They were also not aware of the consequences of disclosing financial information on 

potentially open and unsecure channels, which may include people outside the organisation. 

However, if people are using social media anyway to make their information lives easier, 

organisations may be able to take this into consideration when designing cyber security 

knowledge sharing systems. 

5.4 Local security experts (non-IT professional staff) for sharing context-
specific security knowledge 

Many participants suggested that new employees often lacked adequate knowledge when 

dealing with minor security issues, particularly when they were unfamiliar with the issues or 

the organisation’s requirements. Other sources of security information such as training may 

not be readily available at the time of need and formal policies do not cover all jobs’ security 

risks. Some participants shared that their local security experts, who could be senior staff or 

simply someone who has more experience of the security context, can be a valuable resource 

for assisting staff with security protection. For example, one participant explained: 

At previous workplaces, I did not have any training course on cyber security. However, from 

starting at this organisation, my senior was the one who trained and gave me advice about the 

information protection. (University staff 7.4) 

Most participants agreed that a local security expert can be an alternative for employees 

seeking security advice or solutions, rather than relying solely on the IT department. 

Moreover, because a local security expert is perceived as part of the employees’ peer group, 

they can often provide better and more relevant advice to their colleagues (e.g. based on their 

experience of the job requirements) than IT staff. Trust and respect between employees and 

the local experts were also identified as important. A high level of trust among colleagues and 

local security experts could initiate open discussions on security issues, in both non-critical 

and critical incidents. 
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Some participants mentioned that they had taken immediate actions to change passwords and 

perform backup of their laptops when they heard of security breaches experienced by 

colleagues, as it was both relevant to their day-to-day activities and genuine enough that it 

required urgent action. A participant explained: 

During a lunch, my colleague told her laptop got a hard disk crash and all data was lost. IT staff 

was trying to recover it. I was shocked to think it could happen to me a s well. So, I contact IT 

department to assist with data protection immediately. (Professional staff 7.3) 

Others agreed that peer sharing of security topics is important and helpful for their security 

practice. Peer sharing is also both authentic and relevant to solving cyber security problems 

among employees. For example, one participant stated: 

Information shared from other colleagues is important because it directly relates to my job. 

Furthermore, staff information sharing such as during lunch will help me to understand more 

about the problems. (Auditor 2.4) 

Furthermore, commonly available knowledge through peer sharing can quickly address 

security issues and enhance the self-efficacy of employees. For example, a market researcher 

commented: 

I expect to solve the problem in timely manner. Therefore, updating knowledge from 

surrounding colleagues is important and necessary to prevent risky situations. It is more on the 

spot support that formal IT channel cannot match. (Market researcher 5.1) 

A participant explained the benefit of having a local expert for security advice: 

Because each department has a different policy – for example, a finance department cares more 

about personal trading policy than the marketing department – having an expert who has 

experience and knowledge about cyber security in our department is good idea, since they know 

what problems we usually face during work and we can trust them to ask. (Compliance officer 

4.2) 

Another participant added how he paid more attention to security warnings from his 

colleagues than to general security updates from the IT department: 

In my opinion, reminders from colleagues who have high security knowledge are more important 

to me, which will affect more on organisation’s security effectiveness. (Market researcher 5.1) 

Some organisations did not conduct formal orientation for new staff members, who thus did 

not have efficacy to respond to security issues as expected. Therefore, direct senior staff 

members’ advice can provide new users with specific and unique job-related security 

knowledge and requirements. Sharing knowledge between a designated local security expert 

and other colleagues is therefore a supplementary approach to enhance security knowledge of 

employees, which helped the participants to feel more competent in dealing with unknown 

security issues. 

Table 2 summarises the key findings from the interviews regarding the effects on security 

information sharing methods on the participants’ security practice. 
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Knowledge sharing 

methods 
Current sharing practice 

Effects on security awareness and 

practice 

Email communication, 

instructor-led security 

training 

Emails are commonly used as the main 

communication channel but are often 

ignored by employees because they are 

not customised to a specific audience. 

Security trainings are conducted only 

for new staff; follow-up sessions rarely 

happen. 

These methods can be complex and 

unengaging, and it is difficult to include 

contextualised security risks. 

Provide good coverage of 

organisational security policies and 

procedures. 

Create initial necessity of security 

awareness, however, the effect does 

not last without regular repeat 

sessions. 

Less effective for on-going, urgent 

security updates. 

Social media communication No interviewed organisations had clear 

policies on the use of social media at 

work, though its use was popular 

among stock trading organisations. 

Suitable for organisations where staff 

members are using social media for 

work-related communications. 

Organisations can send quick updates, 

customise information to targeted 

recipients, and use more attractive 

contents. 

Members in the social group tend to 

know and trust each other to share 

security confidential information. 

Use of smart phones and social media 

applications are very common in 

Vietnam. 

Attract immediate attention and 

caution from staff members 

because security risks are shared by 

someone they know. 

Effective in spreading urgent 

warnings because users use social 

applications more often than 

emails. 

Concern that confidential security 

information can easily spread out 

outside of organisational controls. 

Local security experts  Senior staff members with good 

experience and knowledge of 

technology and applications used in 

respective departments can provide 

highly relevant and domain-specific 

advice. 

More convenient and timely to seek 

advice than through formal IT support 

channels. 

Highly effective for timely, job-

specific security advice when trust 

is important. Staff can respect and 

follow their advice. 

Provide effective feedback to 

novices or end-users without 

attending formal trainings. 

Can act as facilitator/whistle blower 

on security practices. 

Table 2: Summary of study findings 

6 Discussion  

This study set out to explore how three methods of knowledge sharing – formal security 

training, social media, and local security experts (non-IT professional staff) – impacted 

employees’ security practices. Thirty employees from eight organisations in finance, 

marketing and higher education in Ho Chi Minh City, Vietnam participated in eight in-depth 

focus group interviews. The findings contribute to both theoretical development in terms of 

self-efficacy and communication impact on security practice and practical steps that 

organisations can implement to support and encourage employees’ information security 

compliance. 

6.1 Theoretical contributions 

Our study expands existing understandings of how self-efficacy can be developed and how 

its development can influence security practice. It does this through examining the impacts of 
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three knowledge sharing methods on participants’ efforts to acquire security self-efficacy and 

to take recommended actions.  

Rhee et al (2009) put forward and found support of three determinants of security self-efficacy 

– general computer experience, security breach experience, and general controllability – which 

in turn affect security practice (technology use and care behaviour) and efforts to strengthen 

security. This study elaborates further on these findings, exploring how such security breach 

experiences and the controllability of security risks can be acquired and built up through 

knowledge sharing through social media and local security experts. Knowledge obtained from 

these methods enhances employees’ confidence to deal with security threats and motivates 

them to be committed to proper security practice. In addition, social media applications 

facilitate social group discussions, where people can comment and contribute to the 

information security problems in an informal setting, and modelling of appropriate behaviour 

is shared amongst peers. We posit that an employee’s information security practices can be 

enhanced through learning in everyday activities from peers and local security experts. Given 

the complexity of security issues and the apparent lack of timely training, local security experts 

can also provide task-specific and timely advice in response to an immediate threat (Raineri & 

Paillé, 2016; Shafiq et al., 2013). As a point of close contact, local security experts can facilitate 

regular exchanges of best practices on similar issues and develop a communal approach to 

mitigating security challenges. Our study answers Rhee et al (2009)’s call to investigate the 

impact of indirect learning (learning from peers) and social persuasion (group discussion and 

sharing of proper practice) on security practice. 

Furthermore, findings of this study confirm the arguments made in earlier studies that 

alternative communication methods are required to disseminate security information that can 

instil the importance of security practice and the needs to enhance self-efficacy (Willison et al., 

2018). Alternatively, short and regular communications should complement annual training 

to maintain employees’ ongoing security awareness (Barlow et al, 2018). We argue that 

different kinds of security information need different communication methods to attract users’ 

attention and actions. Security policies and procedures can be shared via formal emails, and 

urgent security risk warnings should be delivered to specific user groups in media-rich and 

short messages via social media. Work-specific security issues can be initiated from local 

security experts who know the users and their specific requirements. 

6.2 Practical implications 

From a practical perspective, the findings suggest organisations should look at how security 

trainings and communication methods can be designed to attract employees’ attention, justify 

their effort, enable employees to acquire necessary skills, and promote the notion of peer 

sharing of security issues and knowledge that may not be timely and adequately covered 

through formal channels. Security professionals should use a mix of communication channels, 

such as emails for general and periodical security updates and SMS and social media for 

urgent and critical risk updates. Particularly, our findings show that organisations can adopt 

social media tools to communicate security issues, taking advantage of their availability and 

accessibility on mobile devices (Kwahk & Park, 2016). While there are some caveats to this (e.g. 

public versus private sphere usage), people carry their mobile devices with them most of the 

time and disseminating urgent security messages through social media can therefore reach 

most people almost instantly. 
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Organisations should promote an open and trusted information security sharing culture and 

establish an infrastructure for employees to freely and conveniently share or report security 

risks at the workplace. Lacking a culture that encourages peer knowledge sharing can lead to 

higher risks, as found by Tamjidyamcholo et al. (2014). For example, learning about authentic 

security incidents from peers can have greater impacts on one’s precautions in protecting 

organisational information assets (Furnell & Rajendran, 2012). However, to facilitate sensitive 

security information sharing, appropriate protocols need to be established providing guidance 

on what can be shared, in what formats, and on which channels. This study found employees 

considered sharing security topics among peers may not be appropriate due to a lack of trust 

and clear procedures. 

Providing true-to-life security incidents in periodical security trainings is also important to 

demonstrate the real effects of security threats and taking recommended security measures 

(Willems & Meinel, 2012). As found by Rhee (2009), experience of previous security incidents 

can reduce one’s perceived self-efficacy; hence those who have not experienced such incidents 

may underestimate the seriousness of security risks. Organisations should consider using 

gamification, simulation, and virtual scenarios to more effectively convey security 

information. Gamification approaches enable the creation of an active and collaborative 

working environment with higher motivation and enthusiasm, leading to better performance 

of employees (Burke, 2016). 

Concomitant to concerns about the format of training is the timing of delivery. IT trainings 

should be organised for new hires and reinforced periodically. Lacking regular professional 

trainings is clearly evident in the organisations in this study, making the employees feel 

uninformed about the criticality of security knowledge and practice in their daily work. 

7 Conclusion and future research 

Maintaining security awareness is an important element in ensuring employees’ compliance 

with security practice and an organisation’s overall information security. Using in-depth 

interviews with users in eight organisations in Vietnam, our study explored how knowledge 

sharing through security trainings, social media, and local non-IT experts impacted 

employees’ security awareness. While relatively narrow in focus, the study’s findings 

contribute to both theoretical and practical aspects of improving employees’ security practices. 

This study reaffirms the importance of developing self-efficacy through acquiring security 

awareness in users’ security practices. It adds peer knowledge sharing as another dimension 

of self-efficacy, providing an additional way to improve security awareness. This study 

supports the role of sharing and giving security advice among peers, such as social groups, 

local experts, and professional IT staff.  

For security practitioners, the study’s findings highlight required changes in their training and 

communication methods to ensure employees’ continued interest in and attention to security 

practice. It is important for organisations to develop robust knowledge sharing systems with 

supporting channels that utilise the latest mobile and social technologies and the expertise 

among employees. Employees normally take short-term precautions regarding security risks 

(e.g. are on high alert after a major security incident then ignore them soon afterwards). 

Through regular social media sharing and local experts, security risks and measures can be 

spread out to targeted audiences in a timely and personalised fashion. However, precautions 

need to be taken when sensitive security information is shared using social media. 



Australasian Journal of Information Systems Pham, Ulhaq, Nguyen & Nkhoma 
2021, Vol 25, Research Article Knowledge Sharing and Cyber Security Behaviour 

 17 

This study has some limitations due to the nature of the research methodology. The small 

sample size of this study may not generalise the findings on a larger scale or establish a tested 

model of knowledge sharing methods and their impacts on security practice. The findings 

presented in this study mainly came from the employees’ views toward security practice. 

Acquiring comparable responses from the security practitioners in each organisation would 

assess the practicality of new security communication channels, such as using social media for 

distributing security updates, which does carry additional risks. 

Future studies should conduct quantitative surveys to validate the findings of this study and 

establish a model of knowledge sharing, for better replication of results across different 

organisational contexts. Such research would quantitatively ascertain the impacts of different 

information sharing methods on employees’ security practice. Subsequently, more studies 

should investigate the impact of different antecedents of self-efficacy on users’ security 

behaviour. Finally, it is important to acknowledge the inherent risks from sharing confidential 

information on social media. It is important to develop secure and private social media tools 

to protect the organisation. Further research could also investigate and validate the 

contradicting impacts of social media on employees’ security behaviour and corporate 

confidentiality. 
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Appendix A 

Topic 1: Overall view of cyber security knowledge sharing 

1. What do you think about the importance of updating cyber security knowledge in 

regard to your current job? 

2. How often do you share information related to cyber security knowledge with your 

colleagues? 

3. Who is the one that you usually share cyber security information or experience? 

Why? 

4. What are your expectations from the IT teams (abilities, skills, enthusiasm and 

engagement)? 

Topic 2: Effectiveness of knowledge sharing methods 

1. Which method of communication makes you feel more interested in cyber security 

topics? 

2. How can the company’s spending on cyber security training programs affect your 

attitude/effort in putting effort to assist? 

3. How cyber security training has been employed in your company? How do you 

think about its effectiveness? 

4. How often do you use social media to share information with your colleagues at 

work? Do you usually share cyber security information to your colleagues via 

social media? 

5. How do you think about the effectiveness of using social media on sharing cyber 

security information? 

6. What do you think about staff sharing and support on cyber security topics? Would 

you be more interested if cyber security is shared/communicated through 

colleagues rather than a formal channel like security policies/IT policies? 

7. What do you think about having someone who has rich knowledge of cyber 

security as one of your colleagues? Does it facilitate your willing to share cyber 

security information at work? 

8. How do you think about the effectiveness of having a local IT expert (non-IT staff) 

as your colleagues on solving cyber security problem and improving your cyber 

security knowledge? 


